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Abstract

The S/MIME development community benefits from sharing samples of signed or encrypted data.
This document facilitates such collaboration by defining a small set of X.509v3 certificates and
keys for use when generating such samples.

Status of This Memo

This document is not an Internet Standards Track specification; it is published for informational
purposes.

This document is a product of the Internet Engineering Task Force (IETF). It represents the
consensus of the IETF community. It has received public review and has been approved for
publication by the Internet Engineering Steering Group (IESG). Not all documents approved by
the IESG are candidates for any level of Internet Standard; see Section 2 of RFC 7841.

Information about the current status of this document, any errata, and how to provide feedback
on it may be obtained at https://www.rfc-editor.org/info/rfc9216.

Copyright Notice

Copyright (c) 2022 IETF Trust and the persons identified as the document authors. All rights
reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
with respect to this document. Code Components extracted from this document must include
Revised BSD License text as described in Section 4.e of the Trust Legal Provisions and are
provided without warranty as described in the Revised BSD License.
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1. Introduction

The S/MIME ([RFC8551]) development community, in particular the email development

community, benefits from sharing samples of signed and/or encrypted data. Often, the exact key

material used does not matter because the properties being tested pertain to implementation

correctness, completeness, or interoperability of the overall system. However, without access to

the relevant secret key material, a sample is useless.
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This document defines a small set of X.509v3 certificates ([RFC5280]) and secret keys for use when
generating or operating on such samples.

An example RSA Certification Authority is supplied, and sample RSA certificates are provided for
two "personas", Alice and Bob.

Additionally, an Ed25519 ([RFC8032]) Certification Authority is supplied, along with sample
Ed25519 certificates for two more "personas", Carlos and Dana.

This document focuses narrowly on functional, well-formed identity and key material. It is a
starting point that other documents can use to develop sample signed or encrypted messages, test
vectors, or other artifacts for improved interoperability.

1.1. Terminology

"Certification Authority" (or "CA"): a party capable of issuing X.509 certificates

"End Entity" (or "EE"): a party that is capable of using X.509 certificates (and their corresponding
secret key material)

"Mail User Agent" (or "MUA"): a program that generates or handles email messages ([RFC5322])

1.2. Prior Work

[RFC4134] contains some sample certificates as well as messages of various SMIME formats. That
older work has unacceptably old algorithm choices that may introduce failures when testing
modern systems: in 2019, some tools explicitly marked 1024-bit RSA and 1024-bit DSS as weak.

This earlier document also does not use the now widely accepted Privacy-Enhanced Mail (PEM)
encoding (see [RFC7468]) for the objects and instead embeds runnable Perl code to extract them
from the document.

It also includes examples of messages and other structures that are greater in ambition than this
document intends to be.

[RFC8410] includes an example X25519 certificate that is certified with Ed25519, but it appears to
be self issued, and it is not directly useful in testing an S/MIME-capable MUA.

2. Background

2.1. Certificate Usage

These X.509 certificates ([RFC5280]) are designed for use with S/MIME protections ([RFC8551]) for
email ([RFC5322]).

In particular, they should be usable with signed and encrypted messages as part of test suites and
interoperability frameworks.
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All end-entity and intermediate CA certificates are marked with Certificate Policies from [TEST-
POLICY] indicating that they are intended only for use in testing environments. End-entity
certificates are marked with policy 2.16.840.1.101.3.2.1.48.1 and intermediate CAs are marked with
policy 2.16.840.1.101.3.2.1.48.2.

2.2. Certificate Expiration

The certificates included in this document expire in 2052. This should be sufficiently far in the
future that they will be useful for a few decades. However, when testing tools in the far future (or
when playing with clock-skew scenarios), care should be taken to consider the certificate validity
window.

Due to this lengthy expiration window, these certificates will not be particularly useful to test or
evaluate the interaction between certificate expiration and protected messages.

2.3. Certificate Revocation

Because these are expected to be used in test suites or examples, and we do not expect there to be
online network services in these use cases, we do not expect these certificates to produce any
revocation artifacts.

As a result, none of the certificates include either an Online Certificate Status Protocol (OCSP)
indicator (see id-ad-ocsp as defined in the Authority Information Access X.509 extension in
Section 4.2.2.1 of [RFC5280]) or a Certificate Revocation List (CRL) indicator (see the CRL
Distribution Points X.509 extension as defined in Section 4.2.1.13 of [RFC5280]).

2.4. Using the CA in Test Suites

To use these end-entity certificates in a piece of software (for example, in a test suite or an
interoperability matrix), most tools will need to accept either the example RSA CA (Section 3) or
the example Ed25519 CA (Section 6) as a legitimate root authority.

Note that some tooling behaves differently for certificates validated by "locally installed root CAs"
than for pre-installed "system-level” root CAs). For example, many common implementations of
HTTP Public Key Pinning (HPKP) ([RFC7469]) only applied the designed protections when dealing
with a certificate issued by a pre-installed "system-level" root CA and were disabled when dealing
with a certificate issued by a "locally installed root CA".

To test some tooling specifically, it may be necessary to install the root CA as a "system-level" root
CA.

2.5. Certificate Chains

In most real-world examples, X.509 certificates are deployed with a chain of more than one X.509
certificate. In particular, there is typically a long-lived root CA that users' software knows about
upon installation, and the end-entity certificate is issued by an intermediate CA, which is in turn
issued by the root CA.
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The example end-entity certificates in this document can be used either with a simple two-link
certificate chain (they are directly certified by their corresponding root CA) or in a three-link
chain.

For example, Alice's encryption certificate (alice.encrypt.crt; see Section 4.3) can be
validated by a peer that directly trusts the example RSA CA's root cert (ca.rsa.crt; see Section
3.1):

ca.rsa.crt || alice.encrypt.crt

Figure 1: Validating Alice's encryption certificate directly when the issuing CA is a trust anchor

And it can also be validated by a peer that only directly trusts the example Ed25519 CA's root cert
(ca.25519.crt; see Section 6.1) via an intermediate cross-signed CA cert (ca.rsa.cross.crt;
see Section 3.3):

ca.25519.crt | ca.rsa.cross.crt —P» alice.encrypt.crt

Figure 2: Validating Alice's cert from a different trust anchor via an intermediate cross-signed CA
certificate

By omitting the cross-signed CA certs, it should be possible to test a "transvalid” certificate (an
end-entity certificate that is supplied without its intermediate certificate) in some configurations.

2.6. Passwords

Each secret key presented in this document is represented as a PEM-encoded PKCS #8 ([RFC5958])
object in cleartext form (it has no password).

As such, the secret key objects are not suitable for verifying interoperable password protection
schemes.

However, the PKCS #12 ([RFC7292]) objects do have simple textual passwords, because tooling for
dealing with passwordless PKCS #12 objects is underdeveloped at the time of this document.
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2.7. Secret Key Origins

The secret RSA keys in this document are all deterministically derived using provable prime
generation as found in [FIPS186-4] based on known seeds derived via SHA-256 ([SHA]) from
simple strings. The validation parameters for these derivations are stored in the objects
themselves as specified in [RFC8479].

The secret Ed25519 and X25519 keys in this document are all derived by hashing a simple string.
The seeds and their derivation are included in the document for informational purposes and to
allow recreation of the objects from appropriate tooling.

All RSA seeds used are 224 bits long (the first 224 bits of the SHA-256 digest of the origin string) and
are represented in hexadecimal.

3. Example RSA Certification Authority

The example RSA Certification Authority has the following information:

Name: Sample LAMPS RSA Certification Authority

3.1. RSA Certification Authority Root Certificate
This certificate is used to verify certificates issued by the example RSA Certification Authority.

————— BEGIN CERTIFICATE-----
MIIDezCCAmOgAwWIBAQITcBnOxb/zdaeCQlqp6yZUAGZUCDANBgkghkiGOwOBAQOF
ADBVMQOwCwYDVQQKEWRJRVRGMREwWDwWYDVQQLEwhMQU1QUYyBXRzEXMC8GATUEAXMo
U2FtcGx1IEXBTVBTIFJTQSBDZXJOBaWZpY2FBaWIuIEF1dGhvcm1BeTAgFwOXOTEX
MjAwWNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowVTENMAsGATUEChMESUVURJERMABG
ATUECXMITEFNUFMgV@cxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlm
aWNhdGlvbiBBdXRob3JpdHkwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIB
AQC2GGPTEFVNdi@LsiQ79ABMz2G+LRJ1bX2vNo8STibAnyQ9VzFrGJHjUhRX/Omr
OP3rDCB2SYfBPVwdBCdC6z9qfJkcVxDcT1hK+VS9vKncLOIPUY1lkJwWuMpXallelz
+zCuV+gjVv83UvnewTn39MCmymu7nFPzihcuOnbMYOCdMmUbi1Dm8TX9P6itFR3hi
THpSKMbkoX1M1837WaFfx57kBIoIuNjKEyPIuK9wGUAeppc5QAHJg95PPEHNHIMM
yhBzClmgkyozRSeSrkxq9XeJKU941WGazBzb4karCur/eiMoCk3YNV8L3styvcMG
1qUDCAaKx6FZET7hE9RN6L3bAgMBAAGjQjBAMABGATUdEWEB/WQFMAMBAf8wDgYD
VROPAQH/BAQDAgEGMBOGAT1UdDgQWBBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkq
hkiGO9wOBAQOFAAOCAQEACDXW1JGjzKadNMPcF1ZInZC+H17RLrcBDR25jMCXg9yL
IWGVEcNp2fH4+YHTRTGLH81aPADMdUGHgpfcfqwjesavt/m0BTOSOL jJORVMI3fE
heSNUHUigVRONnjTVW2EBz7e2p+v3t0OsMnunvm6PIDgHXxx0OW6mjzMX71G74bJfo+v
dx+jI/aXt+iih5pi7/2Yu9eTDVu+S52wsnF89BEJeVOr+EmGDxUv47D+5KuQpKM9
U/isXpwC6K/36T8Rhhd0OQXDqOMt91TZ4dJTTOM3cmo80zzcxsKMDStZHO0zCBtBq
uIbwWw50a720/Iwg9v+WOWkSBCWEadf/uK+cRicxrQ==

————— END CERTIFICATE-----
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3.2. RSA Certification Authority Secret Key

This secret key material is used by the example RSA Certification Authority to issue new
certificates.

————— BEGIN PRIVATE KEY-----
MITE+wIBADANBgkqhkiGOw@BAQEFAASCBKgwggSkAgEAAOIBAQC2GGPTEFVNdilL
$1Q79ABMz2G+LRJ1bX2vNo8STibAnyQ9VzFrGJHjUhRX/0OmrOP3rDCB2SYfBPVwd
0CdC6z9qfJkcVxDc1hK+VS9vKncLOIPUY1lkJwWuMpXalIelz+zCuV+gjV83Uvnow
Tn39MCmymu7nFPzihcuOnbMYOCdMmUbi1Dm8TX9P6itFR3hiIHpSKMbkoX1M1837
WaFfx57kBIoIuNjKEyPIuKOwGUAeppc5QAHJg95PPEHNHImMMYyhBzC1lmgkyozRSeS
rkxq9XeJKU941WGazZ0zb4karCur/eiMoCk3YNV8L3styvcMG1qUDCAaKx6FZEf7h
E9RN6L3bAgMBAAECggEAE3tFhsm7DpgDlro+1Sk1kjbHssR4s0BHb4zrPp6c18P0
6T8gWuBcj1Dz0zykNTzaMaDxAia4vuxVJBTmberkNHzTFqyb8bx3ceSEOCT3aoyq
5fiFpROL6Ba1vgg8RTVNCAIApHNa4pVkOXD8Wg+h7mlUAOYGbie5U08/P2gWjc0Oz
+zcheyYXJS/iuu@t2/FOihEWGcXBmoc8D++n7mKst2jkAHD4w1PN2MgVgnmagpBz
gobFNmCZyZpDS+PPTtQZ1XvdGF5Sodc+Fz+jpWun1kqxDHE4UIZzDA/HAaBgORbm
aEZaVs0s9ZExeqO0tqu2fPB7zF/1JKdRk4UJOUxSB0QKBgQDJwonP5Rwv0@sYoCiw
zuFcYTmN/hI3R3viKuxr19CH6+mvuIU8500IHF6TiouZwhk+6+Vk7rcXdS554DT4
2RbVrX/5i/M0zx8c8IIwoZJIasLz+vx8F4n6hyhV65bXN7AIBojMh2dt8tP2MZ/R
VEfsk4mNmO6yKuzyAfjJziCnCQKBgQDNDHOUYUIPkqOPSvViKQFJFCB9BJPFh1d2
pIgoziw/JZzM3W3IWUBKWG7UxSBT3xmn3IX6xmWW4vX1/088yb0ObZWYPBedb61GM
I9D0I5igndLgDwyOL2PFuZh5pqqc@9DE+cpJW4nNoudgTNmCr jhmxNCGKgGj1D8z
/0kSccvywwKBgDdOReajRUziEjDxjF2UbzKx81zJsX4KIs22GIdHqSRCvlcy80Qa
5WN3ULNiyB35@HCP69WDFMXYym5rJoQjPvh6GIuhYKv4V8fffxkYv5kx5uWiXzZVvJ
7v2x+m8rMqlyv+pkyWLV8KKytHmdiBzD+oTWxF7r4uel jtaxngzxn93pAoGBAKpR
rROPnroKHUbSE/drUNZFLvnZwPDv6108T978tONL372pUT9KjR8eN31DaMpoQOpc
BqvpSoQjBLt1nDysV2krIORWMIOzAWCOE9C8RMvJ6+RdU50Q1BSy jvLGaKi5AAHkK
PTk8cGYVO1BCHG1X8p3XYfwBxQaHxtuVCV8eYgCvAoGBAIZeiVhcBYTJOjUadz+0
vS0zA1arg5k2YCPCGf7z+ijM5rbMk7jrYixD6WMjTOKkVLHDsSVXMBpbA7GhL7TKy5
cepBHT1PVwxEI18dqN+UoeJeBpnHo/cjJOiCR9/aMJzI+qiUo30MDR+UH99NIddKN
175GRVLAeWBIzgt@9EMEiID9joDswOQYKKwYBBAGSCBIIATErMCkGCWCGSAF1AwQC
AgQcpcG3hHYU7WYaawUiNRQotLfwnYzMotmTAt1i6Q==

----- END PRIVATE KEY-----

This secret key was generated using provable prime generation found in [FIPS186-4] using the
seed a5¢c1b7847614ed661a6b0522351428b4b7f09d8ccca2d99302dd62e9. This seed is the first
224 bits of the SHA-256 ([SHA]) digest of the string draft-lamps-sample-certs-
keygen.ca.rsa.seed

3.3. RSA Certification Authority Cross-Signed Certificate

If an email client only trusts the Ed25519 Certification Authority Root Certificate found in Section
6.1, they can use this intermediate CA certificate to verify any end-entity certificate issued by the
example RSA Certification Authority.
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————— BEGIN CERTIFICATE----- rrmLQJSE5GJmm7cYX
FFJBGYc3NWz1lxxyfJLsh@yYh@4dxdM8R5hcD

————— END CERTIFICATE-----

4. Alice's Sample Certificates

Alice has the following information:

Name: Alice Lovelace

Email Address: alice@smime.example

4.1. Alice's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Alice.

Gillmor Informational
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————— BEGIN CERTIFICATE-----
MIIDzzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpqp1zANBgkqhkiGOwOBAQOF
ADBVMQOwCwYDVQQKEWRJRVRGMREwWDwWYDVQQLEwWhMQU1QUYBXRzEXMC8GATUEAXMo
U2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2FBaWOuIEF1dGhveml0eTAgFwOX0TEX
MjAwNjUBMThaGA8yMDUyMDkyNzA2NTQx0OFowOzENMAsGATUEChMESUVURJERMABG
ATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExvdmVsYWNIMIIBIjANBgkq
hkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAtPSJ6Fg4Fj5Nmn9PkrYo@jTkfCv4ATfA/
pdO/KLpZbJOAEr0sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DILs7GxVwX
urhYdzlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TCNO12DRVB
DpbP4JFD9hsc8prDtpGmFk7rdoq8ggnhxBW2RZAelLqzJOMayCQtws1q7ktkNBR2w
ZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTMSiPR+peC
rhJZwLSewbWXLJe3VMvbvQjoBMpEY1aJBUIKk01zQ1Pq90njlsJLOWIDAQAB0o4Gv
MIGsMAwWGATUdEwWEB/wQCMAAwWFwYDVROgBBAwD jAMBgpghkgBZQMCATABMB4GA1Ud
EQQXMBWBE2FsaWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQw
DgYDVROPAQH/BAQDAghAMBBGA1UdDgQWBBS79syyLROGEhyXrilqkBDTIGZmczAf
BgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbOWTANBgkqhkiGO9wOBAQOFAAQC
AQEAc4miNqf0qaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19naIs3BjJ0d64roA
KHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh60Afzcozmnd6XaVWHg4eHI jS027PmhK
EToAJKKhDbdbEcZXL2+x1V+duGymWtaDB1DZZukKYr7agyHahiXRn/C9cy31wbgN
sy9x0fjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNYxs1F
hd06zZk9E8zwlc1ALgZa/iSbczisqckN3qGehD2s16jMhwFXLJtBiN+uCDgNG/D®O
qyTbY4fgKieUHx/tHuzUszZxJg==

————— END CERTIFICATE-----

4.2. Alice's Signing Private Key Material

This private key material is used by Alice to create signatures.
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————— BEGIN PRIVATE KEY-----
MITE+gIBADANBgkqhkiGOw@BAQEFAASCBKcwggSjAgEAAOIBAQCB9InoWDgWPk2a@cVPs
D7I1Z0Lfs+SSTeNEXxD57mjyyufpV650cNcTmSJAMMX2jWQ8ndnOuWPcc5J6fNVT
aufa7ZB0aeKHNA8XXL3GYi1M9QKBgQC35xKi7f2JmGtsYY21tfRuDUM6GE jhMW6b7————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found in [FIPS186-4] using the
seed 92¢c89d4330d3d8e31d4fde9b9dOfeb6e9fc142141dd65a45e5b436105. This seed is the first
224 hits of the SHA-256 ([SHA]) digest of the stringdraft-lamps-sample-certs-
keygen.alice.sign.seed

4.3. Alice's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Alice.
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————— BEGIN CERTIFICATE-----
MIIDzzCCAregAwIBAgITDY@1vRE510r0Q1SHoe49NAaKtDANBgkqhkiGO9wOBAQOF jAMBgpghkgBZQMCATABMB4GA1Ud
EQQXMBWBE2FsaWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQw
DgYDVROPAQH/BAQDAgUgMBBGA1UdDgQWBBSiUBGHVRDYAKRV8ASPw546vzfN3DzAf
BgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbOWTANBgkqhkiGO9wOBAQOFAAQC
AQEAgUl40JyxMpwWpAylOvK6NEbM11gD5HT14EC4AMuxq1u@q2XgX0OSBHI6DTX/4LD
stx7fSTus8gWVY3WqMeuOA7IizkBD+GDEu8uKveERRXZncxGwy2MfbH1Ib3U8QzT
jqB8+dz2AwYeMx0DWq9opwtA/1TOkRg8uuivZfg/m5fFo/Qsh1lHNaaTDVEXsU4Ps
98Hm/3gznbvhdjFbZbi40Z3tAadR1E5K9JiQaJYOnUmGpfB8PPWDR6chMZeegSQA
W++0IKqHrg/WEh4yiuPfgmAvX2hZkPpivNJYdTPUXTS07K459CygbqG+sNOo2kc1
NTX185RHNrVKQK+LOYWY1Q+hWA==

----- END CERTIFICATE-----

4.4. Alice's Decryption Private Key Material

This private key material is used by Alice to decrypt messages.
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————— BEGIN PRIVATE KEY-----
MITE+gIBADANBgkqhkiGOw@BAQEFAASCBKcwggSjAgEAA0IBAQCalSn6i8Gi44 /o
AVAN5GNCk4PHHNj rSfWUnnelN41KImVaTC3D9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnV@DCTRYhWQSDjBfiQNboazHObVPz45qP10f0t2iPEHeX+@BbnSe/0y+t00UbkRMtXhnViVhCcOt6BUcsHupbu?2
Adub72KLk+gvASDduuatGjqg0zA5BgorBgEEAZIIEggBMSswKQYJYIZIAWUDBAIC
BBwc90hJ9ORfRmxCciUfX5a3f6Bpiz6Ys/Hugge/

————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found in [FIPS186-4] using the
seed 1cf74849f7445f466c4272251f5f96b77fa0698b3e98b3f1ee8207bf. This seed is the first
224 hits of the SHA-256 ([SHA]) digest of the stringdraft-lamps-sample-certs-
keygen.alice.encrypt.seed

4.5. PKCS #12 Object for Alice

This PKCS #12 ([RFC7292]) object contains the same information as presented in Sections 3.3,4.1,
4.2,4.3,and 4.4.

It is locked with the simple five-letter password alice.

Gillmor Informational Page 13



RFC9216 S/MIME April 2022

————— BEGIN PKCS12-----
@IVCglRatN6rSyJBF8J1BQW5pZGco8AWTM1pK3RrdIDziheA8DIBB+KT
4JZB06UprlcZ5wBY6ncXWa5E4feb57Cd3bB+zJuubBX9f4yG/JBcSF59w92c/6Qb
i4EFk6tAiz19PxuLLwjco71e69Jiav19Ph/WJpf/XCEurw7K+VAeZALFW41G/D36
WIBRC2shisHB3j8+3fNPcvi4Fy3EKZNW41rZFAjbBtloCxk5rcfRS7vxucAvC5X9
4bmOxEcdOysnuplH77u+CWWxjCk414S1KZTUbwc1a@B6yRDvojUMZkDzMgsxyYjn
JG5QhMFQrTyALwWCgJsP/rAf5xPhG2p+9QulOyiBIIZwvKNKRQKL+YLcvYvTh1bhj
rUflYzzvviyXCy9LcX2GBop9yBFJzIcmKfLOMGua6WIkWX2BIjhGTtu6VThmRHuf
0sgNg/ZrNCTYa7e1D6gwP5uFRecSZdAST+0XTe6M7e/vaN4Go4A3H8+d53SYQP6N
pTt/a®DTHzY77aNMh+mzkIHCT1W3zUd1S48tUyJMiAN3Tt+RfhHZfgloJ7IdcYdM2
01I+UD/5L9ghxN8dh13Fi3rDyn6Y5xB1xFuZ@mLjoEI+3Pr1+B9Kgf+o/hxFttfx
TuP1XcHtBa4gBr6g7fwGNssfw5S6g6hSOUDTAYOpvLaatil2TZmeYZzij19ssv36
kr1vVaRV9xcQCbY@5ucD+buymFXPn/rhVdxhgIydmvOtdzDozy@WFDTvgjUBNeRnC
eMVD6AIWdWO1mBqOcI1JSOaY2FWmBKju62XZA8YIRowlLysuq3zIgDmzmqJFKwuA
mMRMZmUVhophMEn86 rwob3Z87gNbyy1U/dXi+s6Vybx/kiwDXjfyhWBnhn1gkhgiv
0o0hGtt+yAliCVuHQ1E10QeQNB4C5QTUBdTWOj489Ft6wpvmOtqcl6NpnRYUhbCoF
XhFr4wswggR3BgkghkiGO9weBBwagggROMIIEZAIBADCCBFOGCSqGSIb3DQEHATAC
BgoghkiG9wOBDAEDMA4ECPoEFEHQGB9dAgIU50CCBDAOrGHYN47xktt1J1VVvWQZN
BYIMFzLN6p2/zKotGf7EMdgSdwlxkhKTWxunfoP/gfRD6boXTAA7ukJDsSHXZr fXF
KjI4HI2oa/NihwgctphcLonBJXcofuHv+1oP9MPLtwu3Mo1wsWTiHpf5XmxMoZQw
fbrp2ohLugJO1ZRBO9RfAUpaAhtFg91pLOtXEpz7GULEYOnYh9R8iu9bSel8bpl4S
+AoxzXD4gYiEU6Yi0/47aRstd3H4u3ERDNUKSoqVsts1RSKnK/WrGYUwoy7KkNDwy
DBitfosMY@rpWEe5rXTBwJkBodc1l3LBpDbNzdbrZw+e+yObJ9zfR1MplOxVfoiji
q9UbRdgN2yoORKwF6c63V2RdAF5tjQHNNIM3K3tC9zEis11jgn9LeOLB9Cd1qyE4P
WFfmHNOgwqDF1eX96 TmUipmYM63H6jcbnSc6p7eIZtCrqGjhsTqFwcMgB4WaXWeHD
ffLXSZdzIUB+zfC8tftUUEOUX3tX4110U7K8uAuQTSK/AXwUj+MbQVh1z8te4FVr
w4ulZ184IYghD3VdIOxXiZk fSKChRz8/7QacrXFvfKkrcrxS2iHMoxhoJ7WETNtI
s1W5R5runj61r50VT4HCFNFQfGBbTtV9AdP7yka9aQDWxPCoXFgeb1QB1F/BigzW
02JP5Lcrw71a@y88QbTzWhi57d4he50IpOwHUiLIGPh7s792m11tvuSpRKJKOXWv6Eh@4d1lhFsnhD
qr94Y9E30/rpFOyUb2gCehEgT9nppVuMeridsCkHgemmgVr/52Xv/XK9dx4+YBjL
4/31d0/yVJURqDIHH8040gF4rflkz0alrZ9nJFugPOUM8oNysal9yr7/D1i1juVe
MIIDZwYJKoZIhvcNAQcGoIIDWDCCAT1QCAQAwggNNBgkqhkiGO9wOBBWEWHAYKKoZI
hvcNAQwBAzAOBAidIqBxZFwvagICFCKAggMgTzrUv4/12Jqnv3AL+P6990uX1ybZ
NcTwC+hMRVOHoOFuAAybzdSRBAaZch1+8GheU8yz7IYWmLNnT1PNHX1Z8inIYfmTfk
Pa34Rk8s/RxJIe8LMYL1qjk/FMq/FpgcBS65S6bXvJ69Hb8gtAoGW8P1bBdd9bvG
NbAk@Oh5r+IWiH4U8zGpcqWDWRgieGICsYOOHVX4KKMV6FIjFVCTZevORVoyzmSX
ZZgxqrbjw4CZqOWReHPI3aEt5xVX3BihRGi4EIyia6yU10V0OZTGBKqWUeKmOA5Gw
SX3mH/kLiya3gwwGvdqlncXc1l7V1STNTHFyp4ebGKg4CsZ6NkWjocwq2PwM/TqoZ
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 j8S
N84anzTOxb1yx6aw6IL+uBLC4jISgNFijaF5pwjLSbgTs5Z7skZdCam86xYmdJVO
ES/ugqFCQFUSamXXNbotviQk8 jWuJFz+BXzPYJN3t+3mp6SmgTZ2zP8FUQEE4GbSH
DqYV621DcWRo/mao8xzX/mvkKm4ddGBldiusoHZalL4gdo2A1qThSMnMBsciC+jE]j
DqOr70XhHccTDW8wggWUBgkghkiG9weBBwGgggWFBIIFgTCCBXOwggV5BgsghkiG
9wBBDA0BAqCCBSYwggUiMBwGCiqGSIb3DQEMAQMwWDgQIehcRLmVUApMCAhQOBIIF
AHb5dXZKzCeRU02ZSjBoyuFS3zQ5HhKyfapsyCqbYCKv/1SzNYWvuda7xfa+uOM7
/WCB9sWdzOMTpaBMHWx9hvibZIY650M+ry4tTuKKqOJ1370snjBOdSNTKszsI3fa
PUjs1lxqIH3aC1shD70qhIRGZzRjK44PJyWv6260QrgVtTYRINYTdee+SbBZbkEt/
EpWipwftWXGR6tSYJQn99e09Vih8HyQvwIpidUh3pCFOlow4VZyAqIWOHCcWITAjB
XNv+qfdH7 fiX9wM5/GvnQReIsqjXCUoc6pSQIAQD/f+I/d1F2ZmgM7KwXOLGRER9
OWZGyF734pN9GLbNetWm6rKxm1lSI/5m6+2Jxxfann16P+vBSEgWJ/I8GnJAdzIbB
Tyfjog4Gi2+1mrPzK7+C79ntMInfsr4xVzy/BknwZIaJksd4VvOGkS9nfM6shtBJ
BOuR+GJfthtsvIVUHNOkz2r /1VzMSRbOg9yR53hv1H/nXCmUjWz/BvobmoaVBcCm
mOnNnYZTHMNarIVYdLQFif5ZLH7WV/XVEVIoRNtNRiKsK96VAHM5XboWQGCqLBheh
IX3Nily1genGm1aF1SQNMvVLDkoTILDTKrINvVPmjG/WFoLntpJFPtYZsooT1jjXLw
3VTSodtgKQNdPYOEidSJqwIS87fzrCB2WmwysBiGfdsuNhSagNgqa@dMO6FiW2fku
X7H+w7SX1/n9YeZUNLOcewLcC7E8IATIarjglZET1L6Yb21dXxV9q3PPOWKuGnaho
TKND6mMLN5BIGOGTzF1VspXRrJhFrcLe+xsJR1r6niI3bcMWXXy7gbm1X/CRE9021I
ynxXxET1oDR+xZ6rjPWDJP7kVf4GvA8trCGrot4pbJbmwlBeMIylScdQoHEnyqrenOn
RMmXZaKz13njtq7Wk78qoJgBa6Vh/sde®@KcOPFkyTZdMB1TztmOK2VJU3jUVZP1M
OWY2fyGDoA8901+/MiNsgiaEghGybXBYipOex+p7j1GIRN/CKmpWsqjZnB78kyXm
Z6AE1vC6neD/7zANINDkzXiun6ic72LoBX3JGiCSuM6hIPJOAcDwW1zTDu@H2rCQN
w+tivJ2v4KbgeKocb6beQb5fZHs7VsWHikIcpwgB5ngwt34wHgFGONTS41ZmvzSJ7
FMRVGmsDYkDTpZzgNOaxiUBQMcEvxNIe3nAmA+dvB7w6XRQVSUsL+vBFhHiWGZ7h
k5sCeHE1ewXKOSyJADgfF1Yq3EfEgZ13h4wtoSfbBVtzbbyg2LNegUCLfIJkc7fm
T7X7JSxbjOgndMHEeMdVb+NFxbgsXYrYD8rC2A815¢cQzZrsxb1bvgybEJz+NU/52
UgGrPmdjJKuGBK/V2zor6qPvKyId1Gb4QQuIoyClwhZ+qk9nE4Eft84y7ISgMywH
+1w87HrSHKfpqzQhCx1rLu53IYK/4PhE7BYC9Q4tvISZXSGZ+nju4tyzERSlaNe5
njUeIENr4B/+kXULwVDcvMFHqUFJMkFai8FUga7gyipZ+654c1GgJjnNBO1va8Jc
dtdPRRW4gwdrVn8u8J78KBzt6ChkrpKRV8VeWKBk91hcTOZNpJnNghDrkfzHBqP@
Uo133I7P7C+h9sNDI153W6I0IodyQEBAVIWXxHo4y/1d1VeGDaB7h0SDq9ZMpm9n1
En7F6/1/s4IUZHja/qRrK9hD4MOXqOLhFXuUzuipo490MUAWGQYJKoZIhvcNAQkU
MQweCgBhAGwAaQBjAGUWIWYJKoZIhvcNAQKVMRYEFKJTQAVEPIApFXwBI/Dnjq/N
83cPMIIF1AYJKoZIhvcNAQcBoIIFhQSCBYEwggVIMIIFeQYLKoZIhveNAQwKAQKg
ggUmMIIFIjAcBgoqhkiGO9w@BDAEDMA4ECKg4DtyiayOyAgIUpQSCBQAKQtkP0S4s
LE60s7nP4RaJWBuyX127V/06TusBRBgQoPzP+aC+099wgisEKedyB47bAzc04sba
4q8UKERAsSYHcEhdD2hGRCL70u9jTtrr4RgZpa5VvV9CJcB0Bt4bqy21UefOpm6no+R
X840uyM4q5Q+cfH1rTQ1a/a+gLglbptoEkH/4dfR3ELYiXcM5UrBYTJOHCYME8c+
TXbpf7kiplTtlsrlZyU5zrWexngrBxwFA+085W/uVR3QZSW+EGX/VCYWGruZlNyt
BvBYjsYsnC+yKYXbgL81DgOePy+eh6VX64SwBLXcWcY+NK2EZrhzrUF j1+PXFKY3
IVVPJhTE907gJABhzvAan0luWXozD3 /WPQaXhyIJDwM2MjznjL2MBydpy9K8Cio7
XaV6PX8DszIZkfI4DAz5f7G7WbwUq3IjPPPWilv+JsR+dnqzWDJ22SXc+AdQP2sK
gMvP8gOpHOsV1XXE76c5rUcZCZD+gGv1av07YttWgbDqLj60oQEIJ8LXOQvwdOYEh
etE@bJSuv2njhQDhLkH/JIbmFSgJZeM8dtKHb8f5wZc2B+nXGB+TFboGzSuP7gaW
ulvKsJNqT/J/FYEqcamI2F+td7z1sGfbR9ckAcxXeb2uPVbCJ1a50gR1z9qVm5Hb
5f53X7a0QQp3F3LDGAMJ+GFQ/0oXXwabqn4TvNO9KDhxpGcMMU9RNugUfNU9GBeco
vfrzmVKZdmJ36HOmMnLvgRakRhCV3kGABXY83hwUv17E1qASLKcAWIachkCCGpBG
yGtP2I0ZTn7PsLJRT1BzKnePa7MgFcgoCToIpdQnCTtAsalmBm1s480LN3GB50jeG
bQVNfOTAviAOtg5VuT4/048V6uYSJsIZsawm3tGA/LjxyfV1aLddQT5Zf5ZX9BX+
K/PB4oYAFxtUpMK/aL5G1MvppUJ9CjqAtnoKE+EkdQmyZ1VoD09ih44zuRx6XV4A
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EYafNB8ygjRHGsvPWO/MOEsBw16wzJHTuf/15fD/nH7Xh5MzhCFBCtvLN8v+S1Po
i2/4006pS2byjUFRbeCpzEpRxdv90LCbIALdYyOYyGOu41W3yInKNFnaWBulfOPFCe
ZT92M1BgwJA8ZcydtiiunRNAH5iWLSP1loUpOD1v6En+rat+PoyRXIy2fLHBL25aw
LhABoZPgRsCiLsiNiohfyngksrQKeRg01aBMT92J8r1E4sUKirQlcOdiWBE6vmBS
XzyN/twvfgPNIXgROrw6c7VhhS+hNTrsttg/xcfvd/bftDbKm+RZL+yQoOkkAf9R
5tizyMdMBlaMrpfrBxvNtMiykbZ88SYoA70Trwab2aHQluVhs80jXGBEOgmSudcS
dV1EhBpo9HBsDZZi®@IwOp5/B9fCHANThCTiUm80eQ6mX2 /DBIL1INh7gHOyLL3azT
m12D0ZpZNaXyxLzdiRiAdwpWZmmegO00G70yi0@D5eIxh6cbnbul6Ygdp+pFFVYHTA
vc5Czpne20PhXX2k@0kbwawr9AfrFjIfAEMBFx5GBGr/1SiUQSkbUC/s209Ygalg
WTYt3KXPzrThJJGZnnXZRTGfIi6vp8RsnPX35+Dxe/Lp3gXDdIJeWG6XVA8t3fsp
coTgPkm/XGNMmOZ81KX/ReVdP+dC93sov2DuDZbYGPmMH1D47b00iA68GD64DEuUNt
Q8MhWk8VRR1FqcuwBOTObc+SIKEINkvYmDFAMBkGCSqGSIb3DQEJFDEMHgoOAYQBs
AGkAYwB1IMCMGCSqGSIb3DQEJFTEWBBS79syyLROGEhyXrilgkBDTIGZmczAvMB8w
BwYFKw4DAhoEFO/nnMx9hi10Z0S+JkJAu+H3/jPzBAj10QCGvaJQwQICKAA=
————— END PKCS12-----

5. Bob's Sample

Bob has the following information:

Name: Bob Babbage

Email Address: bob@smime.example

5.1. Bob's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Bob.

————— BEGIN CERTIFICATE-----
MIIDyjCCArKgAwIBAgITaqOkD33fBy/kGaVsmPv8LghbwzANBgkqhkiG9wOBAQBF
ADBVMQOwWCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzExXxMC8GATUEAXMo
U2FtcGXx1IEXBTVBTIFJTQSBDZXJBaWZpY2FBaWIuIEF1dGhvem1lOeTAgFwOXOTEX
MjAWNjUBMThaGA8yMDUyMDkyNzA2NTQxOF owODENMASGATUEChMESUVURjERMABG
ATUECXMITEFNUFMgVOcxFDASBgNVBAMTCOJVvYiBCYWJiYWd1MIIBI jANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEASNAFOg1lRofINjBKke6g+7RLrOgRfwQjcH+2z
mOAf67FJRNrEwTuOutlWamUA3p9+wb7XqizVHOQhVesjwgp8PJpo8Adm8ar84d2t
tey10VdxaCJuNe7SJjfrwShB6NvAm7S8CDG3+Eapk09fzn2pWwaREQ6twWtHi1QT
51PduRtiQl1oqsuJk8LBDgUMZ1KUsaXfF8GKzJ1GualLR15/3Kfr9+b6VkCDuxTZYL
Zxt6+a3/QkaC3I9m2ygPubtHFJB5P5+s8boROSKm10B1gsLow8eF9S70tcGGeooZ
JiJUQCR14NaU5bIyfKEZV2YStXwdztoEJJ2TRURIK+8Ynw1B3QIDAQAB0o4GtMIGq
MAwWGATUdEWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMBWGATUdEQQV
MBOBEWJvYkBzbW1tZS51eGFtcGx1MBMGATUdJQQMMA0GCCsGAQUFBWMEMA4GA1Ud
DwWEB/wQEAwIGWDAdBgNVHQ4EFgQUF8WEe9Cn73aQ0Lizbwi8k rWeK5QwHwWYDVROj
BBgwFoAUKTCOfAcXDKfXxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAG7e
QY6PXx7WZC5vCbF5hjO0itxoz30yM+LRcSTGWoYXdmlwsNUzy31pE3dtADvevRtsP8
uN7xyfK6XZBzhShA/BtkkqYGiFvXDpluOxWmqCOWPmc1PNK2mHil+pGMfvnUwnxd
6gKcHED5p+bUhDYyIH2fy9hGyeOUs8nvi+7 /HWBipN+nA/PfsPn+alU411K6qDoG/1i
kwyuiWcFF1lc5yE5rkAe2J0/ad4+HtzNmTK4jB/4GbyI6x1UszPlEqQKE+Es10Xut/y
UWL5nKKagqpRRdO7Pq371MpFQs2+zXt4fGheKzZU3XXrIPcAPyJjWiyU1DzpqgSJM
0Ip/HtXdFscHb9+Qic8=

————— END CERTIFICATE-----
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5.2. Bob's Signing Private Key Material

This private key material is used by Bob to create signatures.

————— BEGIN PRIVATE KEY-----
MITE+wIBADANBgkqhkiG9wOBAQEFAASCBKgwggSkAgEAAOIBAQDmMcAXSCVGh/02M
EqQR7qD7tEus6BF /BCNwf7b0bQB/rsUlE2sTB04662VZqZQDen37BvteqLNUc5CFV
6yPCCnw8mmjwB2bxqvzh3a217LU5V3FoIm417tImN+vBKEH028CbtLwIMbf4RgmQ
71/0falbBpERDg3BaBelLVBPNU925G2JDWiqy4mTwsEOBQxmUpSxpd8XwYrMmUa50
tGXn/cp+v35vpWQIO7FN1gtnG3r5rf9CRoLcj2bbKA+5uBcUkHk /n6zxuhE5IqbUéektfttwpO1yPG8340wLk
97HVWOig/tX6mOWg1yBsm+q9TKTrrvm1pRGImE6BQQSYYy4r504u3V1nYwKBgQCl
B4FvWyDhTVQHwaAfHUg3av/k+T++KSg6gVKJF1Nw1x8ZW5kvnbJC3pAlgTnyZFyK
s5n5iwITVZEtDbKTt1kqKCp8tqAVIp9AYWQKrgzxUJsOuUWcZc+X3aWEF87IIpNE
iQKfXiZaquZ23T2tKvso0Zz8nqg9x7U8hG3uYLV26HQKBgCOJ/C21yW25NwZ5FUdh
PsQmVH7+YydJaLzHS/c7Pr0gQFRMde jvAku/eYJbKbUv7qsJFIG4i/IGOCTVmu/B
ax5fbfYZtoB/0zxWaLkIEStVWaKrSKRATrNzTAOreeJKsY4RNp6rvmpgojbmIGA1
Tg8MupBxQ8F4d28rtUeynHxzoDswOQYKKwYBBAGSCBIIATErMCKkGCWCGSAF1AwQC
AgQc9K+qy7VHPzYOBqwy4AGI /kFzrhXJm88EOouPbg==

————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found in [FIPS186-4] using the
seed f4afaacbb5473f360e06ac32e00188fe4173ae15c99bcfB43a8b8f6e. This seed is the first
224 bits of the SHA-256 ([SHA]) digest of the string draft-lamps-sample-certs-
keygen.bob.sign.seed

5.3. Bob's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Bob.

Gillmor Informational Page 17



RFC9216 S/MIME April 2022

————— BEGIN CERTIFICATE-----
MIIDyjCCArKgAwIBAgITMHXHQA+GJjocYtLrgy+WwNeG1DANBgkqhkiG9wOBAQOF
ADBVMQOwCwYDVQQKEWRJRVRGMREwWDwWYDVQQLEwWhMQU1QUYBXRzEXMC8GATUEAXMo
U2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2FBaWOuIEF1dGhveml0eTAgFwOX0TEX
MjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowODENMASGATUEChMESUVURjERMABG
ATUECXMITEFNUFMgVOcxFDASBgNVBAMTCOJVYiBCYWJiYWd1IMIIBI jANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAqtHA1BNMiBIk8iJqwHk /yDoFWwj8P9Z1uYdq
TaqIuofvjoAyjdA8TbsBRGdmvaIOSQOepsNjW1ko71E8H1Ds9JHNTE+tzH3mKfn+
G2erY+alkMJTXPvMAUdCA8+e10J7k91gYXDpzIWrP3KcOxT1lsJ8tGJ6mhydJX3wP
0/HuyHpfKQQfDusPH8S5yidPciWuB7WjOX4xY1pUAz2rSSAInGvhEzKFbW43BPjY
XPUnRWMtXFyaldjq6Eb9M/k1lbhdZheDLLsjLUSXYU70r9VXGM/qcjd/NhWYphCeB
cqswaM5mXLYdmOmFmqoecF62mUEBDiNdhwKTtnefd@cl1+D3FQIDAQAB0o4GtMIGq
MAwWGATUdEwWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMBWGATUdEQQV
MBOBEWJvYkBzbW1tZS51eGFtcGx1MBMGATUdJQQMMA0GCCsGAQUFBWMEMA4GA1Ud
DwWEB/wQEAwWIFIDAdBgNVHQ4EFgQUSrOsMVMCSZxN42554CVh1T6IYiUwHwWYDVRO]
BBgwFoAUKTCOfAcXDKfXxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAC2c
Y8FgaxgB+Dx9gAFj35ae1vgzYiWI3Ax3FSxogo/GzpK//LB42150eBuKXbm@ixBn
4nojxD7PM1IMOi+il1AvVNJINaHY9TtgIgq8V/COC7vL8SdBNO1e5ZRI7640hu9ivYv
Ixvvt7gzvSTpe+NUT11i09xNgsC8v19WB/BwkqMAgDgMxqCxT4fyrvVwpxNBke75j
E6Q3xCjfdOWYcfMLK7EsTSgimYuonZjN7v/yqTdjn/iVH+agL/2M1SfiU36w/Yf1
7EMB9uUKGH/Javh+2Vjdej8rE/q2Iaac5VI9TM6xz50DZUknycBKKinR+nJWMt5AK
UAaL2Mj13YtrUGBpxxY=

————— END CERTIFICATE-----

5.4. Bob's Decryption Private Key Material

This private key material is used by Bob to decrypt messages.
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————— BEGIN PRIVATE KEY-----
MIIE/AIBADANBgkghkiGOwO@BAQEFAASCBKkwggS1AgEAAOIBAQCqOCCUEBYIEiTY
ImrAeT/I0gVbCPw/1nW5h2rVqoi6bh++0gDKNODXNuwFEZ2a90g5JA56mw2NbWSju
UTweUOz0OkefUT63MfeYp+f4bZ6tj5qWQwlNc+8wBROIDz57U4nuT3WBhcOnMhas/
cpzTFOWwny@YnqaHJO1ffA/T8e7Iel8pBB806w8fxLnKJO9yJadHtaPRfjFjW1QD@EdiM9r
HOCcHRLfBmMC7t0GdVVLDHSAX8Ec47LbtKZqyM1U9dn7Z+5q4iywqpaP8pP3+0Y57
cgtQax1jle3xhRAj65c11RBmQQKBgQDVbLgK6WKDfSAdZuMZGUt0OYOrtamBDCgEU6
rEqBAyCPy5NpF1pomUFcYKWT /wbReFqtuyq20yiATBOYHHMko46BUtN7gX/m/skt
DHWXVWs1+G4IgEMVokM9jjrkgdY5grrd68sagkC+bgv35BizHPIqgQu06gnPSrM9
bevwbQE j1QKBgQCiPE/zeBSnzyjeaTdLxGkRT1R+ZX2WqdNdYqnQkiWMkflaSmt5J
4raEj+GhLC5BZsZ6+z480M6XXFWOwSkbMv5WH1824KHvgKcfohB80iRT1EVyY jN1gDx
wK0QvjycMhs3FpXnBarjCczS2wGSgPGEpUR4JJhcpfaF6kphZsWDWzV1AQKBgQC2
ivbK1tNhj4w2qT1m7EGC3F5bz15j0I1QTKQXYbspM8zwz6KuFR3+1+Wv1t30ncJ9u
dOXFU7gCdBeMotTBA7uBVUXxZ0tKQy19bTorNUTwNn1zNnJbETDLi1WH9zCdkrTIC
PtFK67WQ6yMFdWzC1gEy5YjzRjbTe/rukbP5weH1uQKBgQC+WfachEmQ3NcxSjbR
kUxCcida8REewWh4A1ldU8UBgFcFxF6YwWQI8I7ujtnCK2RKTECGOHCyaDXgMwfArV
zf17a9xDJL2LQKrJ9ATeS03409zIkpbJLONCHHocOqYdHU+V02ZE4Gu8DKk3siVH
XAaJ/RJSEqAIMOgwfGuHOhhto6A7MDkGCisGAQQBkggSCAExKzApBglghkgBZQME
AgIEHJjImYZS1Ykp6InjQZ87/Q7f4KyhXaMGDe34o0eg=

————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found in [FIPS186-4] using the
seed 98c8998652958929e889e3419f3bfdledfeBacal5da3060dedf8ale8. This seed is the first
224 hits of the SHA-256 ([SHA]) digest of the stringdraft-lamps-sample-certs-
keygen.bob.encrypt.seed

5.5. PKCS #12 Object for Bob

This PKCS #12 ([RFC7292]) object contains the same information as presented in Sections 3.3, 5.1,
5.2,5.3,and 5.4.

It is locked with the simple three-letter password bob.
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————— BEGIN PKCS12-----

MIIX6AIBAzCCF7AGCSqGSIb3DQEHAaCCF6EEghedMIIXmTCCBIcGCSqGSIb3DQEH
BqCCBHgwggROAQEAMIIEbQYJKoZIhvcNAQcBMBwWGCiqGSIb3DQEMAQMwDgQIe/d6
gDQ/28QCAhQGYITIEQJKA5kzRVM9d6rEwC/ORYBSgpPuSROUQTjspt6EhBZ1gHc3u
FTCPaO5P/vpeWaCnBRarGFn3DmqA3JT+59bmRpGdiP3Zr1k2EbHi@yrd2P3UFDNnX
gRkkI+7pf6eOHWJRNtJA+KIS8v3tZ/hpiEKAEav/MgOIFNFYEiZpCkbKCX5auDb1
p5c3J2MNg/WNBfpGJUHKVIZzuIF3H+8LfFgayRsDsppoUMffR+GmdL8nxLighraHD
+Iqr3LpEroNi/iZQWUTFTUlaePf/2KMgqaHOuy41IVvcH1jIcLXHGNa66S8AP/Hj2
TJPPg/1lve76DVaGdEnx4QJd4pBFQac90zmhxUTHZrvzubK9t4e51r80wpd2djvZK
wSLzUgtQZXq8pSs1r85vrb3KItdYGF6SZpX029FS7rY3uYth5SYVUQWdUYYY3S0/
nsalLg4MCWUO04Sh7nYJZ15Ijkk9LS7JhmwKvizHRRTXbLYRDHB6e+jCRgLcU2WSUq
TbEr9Jy@ucK8zNPTf8HWBTSOubvy4Jf03mVp4REX/80zX1LztWGb1FGbyaJ9Y4ga
LM3JpKxMtb1UTx0Ayj3iFWG1GZFGKB1Wplr+0dkKkC4d1oFE22IINTfLdRNLVImMPO
aGZhsDheB8iVOtNO1u91B1U68Q7AL1ryXWUSjouKGRSU6UMDLZ7 rwOwlZC1m4oLG
BF8CmMO4ELmbOci78fBs/qDX1f3BJazcNtciamEsQPYRGKHASBRYtoDfVy6mTT400
obdrZigcvCwttDBu7RtynAQVZ8DvKzxFGhe2p2Yc9H5A5ML7IwgNtYzheduBAQTE
jAU2 jMqwnZNSWULENH2TF6KAQNrKdtBYMbgkToKgxf5Zf+cJZbyQq7WMéNnVfOM7g
kcFdeHDn/CWoSNHI1+JA3wSDMO6zkU5HMd2MpTT1RLTSaemImUKCAGYieJmwNQxR9
aYHBBwSBNBw1XRB7WRka2Uah0Xq/wAgaIl/o9L+mShDRFJjFi+t8AV3KROWWHgO20
9qchX7P5H3Sy/tq8yUQIol+hRiRjkfi9qy6AxIRttrK4WbW4scUtBZSkg9uFkTVU
ybnV6WvBpn2SrnwF /ETueKARVmouWJ /7 filLJXkéwVvVtuBZw2gE5QGfuCwqOPQsC]j
8N+P1hnkjdVWuJLg77pkXxQJyvuTBe20c9r/DCHjckneen3+E66IKsYbib7sX4g6
20FBJs+7xQopy69pC8jCn3fx61t7AFXx2RIvuVHY/eU4sXoWkJNgQ3Vxj2SPWKjzJ
4TIvWVXIFiQjjOtDFdGYPGukJXn62Lbb8CFgam9s4jDKnrOLHIngVeUIgidwkvva
QzZTzXfUApezQgQqy4x+ogdiYF1U0aB0aqvrGRiiJ1MdRi0® /MDy+jzkX5cULhxkF
vdBNCirv+3zBaiJ5Eu6q0zP5Cxi2qXhSbehZqvTPB4dD/vu9yxHpZmUCvzm7H213
Tdrb9WxHOc92ZpBzsfiCA1smVwTDFVGa/kqN6noPwBqWZANIKk27 /+apsTkBYaVpa jenS5Td+31tC71R4202CSfY2Sa0sRv+EaYjTGzf9F3TM70605+VZrM
gtIKtw2okRcjRhaKDfhui6jo46YYzWbrg0S3vzc60VcwggNnBgkghkiG9wBBBwag
ggNYMIIDVAIBADCCABOGCSqGSIb3DQEHATAcBgoghkiG9wOBDAEDMA4ECEYHXPVs
ncxTAgIUQ4CCAyDSBlYeFnsad4vtKApbLnd9FENDYeYqgkKmj@lkDagMgHC22/nQ9v
gz21005FQJoaJx/WSorQt8Jny1QP9vZd2t+bkfoaXORBMtmFY5S0tYEudJplrCz+
ZEw8J1ePJRPBQ31nwEiSk5NNnXLRWNzurIeuyZEd1VbTvi/rF22sRW1mU335L67z]
P1sPeXkBpIYCPLHwW8E4rkaC8G1ko5wyrnhugL4ItzhvOORvgRaDf1pPOWTjOLVUvV
FD5D59zgb0ptaW@jIwdJplIGXIEZIynWAKfkWy2YJvsXiuLHVN3Z8gL6VtxNGk1s
g340uKkUUlzmtDJqGTIRVKkoYBXXN7KYesbSttONhPwdv/MxHrEo8TGHZAvbmwgft
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hOUrc/WVtUopPEs4QgrsA8dOMrSd51VtPWOXPsBPEnLuh7dqAlmgztY1P4Yztk2/
JJ+E4MosmhRjbKzM2N5WuG1DC5m9KF /5JjNVwQ7e8gMeUv/3gizgCG/4Mgng@VGG
IxGzzBoQXPWCKdT3sLQVyt4/pgPBpZYnPB9bmkkY/UIaTunNB+WWpLOkKSzD5wRv
/2xmN0O2D37DnNHWTFYC51Zb1Kz7FGjOgCwG95VPc8NQ8aG5rqpQ+muq/Jil5mXgNw
IDeM4bawa@1UKEzqTGQUb3gsJMGiVOhgtOrBi09Kx/2PJolUuwZGecbo4oGSVR7KH
1LgTuC8aIQDyFURVYRCNwOwW5S5U7JINSarkvZ4ty0/qk5UbjxQuDkF8062dVi0316Do
C+6zvncDx4HvUd6uQ+u/kZfr8qfwM506D2qXhS/ZHSkqgq2xwIzb47uUUgaeg3y0ZJ
++na7gC+ibtHXXnNsHUvPbpCn9qViFhzilcQZYqOtZxDKa®E/pzEP/IA4IG24wEL
GnyuUIHXBS9TOMchTx17BglycOPRDNnFKzMQfUXY1rAErK76cs3y4vVQDbfYDiOzsa
1qqMApIX4i/gKFdRvDuLxtZQbVA/rNumm40LPUQ50vENgIESA74G+//YQbVjbMjP
y+hm7/15q5LR09YxCS49KG1z4NGT1QMWjnfkpOCNVZVpaQ7TPGOIYzBL6kTCCBZgG
CSqGSIb3DQEHAaCCBYKEggWFMIIFgTCCBXOGCYyqGSIb3DQEMCgECOIIFLjCCBSow
HAYKKoZIhvcNAQwBAZzAOBAiO/BICbTbZLQICFOWEggUIFwWT/JI8UjJQPfYTFonJE
08zEbpYWXKboqw6 /zZsMGmANUPgQNQDxyulLVprs5jUc437kVB2M3FOx8DjmEppeb
tHfIoyjoXF7jdnA4EF38tsso@K1nMPmSgl02iYZt0qsOvBpfeO05Hj40vhi26J9Pz
TwPcgl13QQPqfWv7CwgGVn4/hntBAriPSE4gAl1fAcqkxtJBmB1QwDoAdsOKOMsYnt
gWajpr1J3Hm+34NPLO4Usf10pcesPUJACBXNyLXx]jjs0zD78WVVKY+N+j89xTsyt
z5YOfEKFqrcl8pgBQxH72jBwSCm5YwHz3BhWQgr2bpWJ1f2LWcVsnrN9tx6RhQtA
AkcyNgX/kspSEW4JTo+060XLRhXIYauRrUrisMY++b8ZJTp6C1tORW2QdqgMZghS
ZgaW6FSC6Dy2Dd/ezdkYUCgiEtq8eSxF/8WDw6Va2iGVSNt4/p/0J97yNSy0JOK1
gohATebU+I3E74PQ9RK84FfJvyHDBC6TVYZW/ouMcgp3YmAF+dTm74Hq88X4daV+
/UPYf/cVpyiwcBTg6H3jrkrs@yKoWLIfrIvMNBeeKZ+f12Enw1MFzkLI4VGD/UeR
wrbhNeSHkh51IGtu@yRTfq6omsYQpkw+jr7QwJIdQyrAoaaVaRotVyvgTOL1Hw8r6
07v36yoNov3kDPW7DfbSVTWX51IyQn8NgMwa4N1c1WT8ukfZXSaYykFSqF3w5zal
a4iThuB3GjDcfiWLMU1YVAUcvSmcIULET1oW7FKiJc80adeIu@JBYSRSEvf7B3w81
eYUs+u/h1ptrZZKhe1JdAtlszvHJODDOkMgA6Ig4yomscGSol/sRUgqpecIQwVZTC
RRq9dJOFJkKhKD5E09EBZ2snpB1fpUF5q1lMeBjpYgkX7jhyFyvg+qDqBAY8izvkec
ruE69WooBVyorgKHURjWtY+rhzcB4+HL72wZKzLnY31iUjJTUANXM8mCOfpDINJt/
7epqzPyZ2Kd4GJVYi8sQpFKf4tRHDrOtI5iUB78qj1EBp1w4qvRn/jC4ii7+Bas8
mz/AJ25QeviC44Vj+eT2YYXafDivrmoeBuVMIBbDB66YNuBC2CeKydNWdiARzc31I
fhcuhVwq7riotYfyDqd4e@Jy7Y57pbwv4Qwz1yCxRjSwiFQ7/fRa2Cx8xtxKcC/A
4LGnXAKISy+uNbDWA7AYaP6RmGgMCaNiXy3F1zvxnE3bv68tXRFIvjuEChUg56N6
992ghoBuHPBJ/mRItw+JoI4m/OFNnEUGT3bNyxpEFyA7aXBE91aQdSX14a97nCB/R
SFH/fRwPFYgxr3XdCIf3Cw5PDs25YNsXWCsDCVe jWMF rwOzmDwa8sBkY270+rGv7
6gXvb/uGD3M2C+DySVy55Z7d42wjghSezgY6taTOtqKfLOS6VI4ELU78Q6va208M1
cUdi343t0i60MZgCDUWPP8TjKZINh8u1KNhzgpwNLz1gE@dd20013bbzdZ6uio3R
52WQWRCk17Z91UesCJavytcAi@mMefMxBPMOdnUi608TPDRAGmMcohbESrybwDXAo
B/VUbwgMO/qCpZ7VcSKN11Uuoe9+KhoONK/gyMEvNntMxGNNI8arV8UkeFollPhrt
umvdwgbVCeN8TBj5vXo6Hu+eKB7AVwjBk /rRHpZxnnVGXbm8HzM+k jib2cY1dius
VRJ/1+Q9GXuo135tQbobgcMzAmqAqZp9kDE8BMBUGCSqGSIb3DQEJFDEIHgYAYgBvV
AGIwIwYJKoZIhvcNAQkVMRYEFEqzrDFTAkmcTeNueeAlYZU+iGI1IMITIFKAYJKoZI
hvcNAQcBoIIFgQSCBXOwggV5MIIFdQYLKoZIhveNAQWKAQKgggUmMMIIFIjAcBgoq
hkiGO9wOBDAEDMA4ECCNi2K1bMEiBAgIUdgSCBQDLIX04ExcyE8+4aiZIj /Wnh/SV
VVRON7s4PGCbXt+VrOHd9YzTuUicAqIcHH62dv7NSy+fgqZG7SmVR1IodadFe+5u
sAzXoyyhhEe2c+ToeVbr5rs+vBvQUyh6X5XTV5QV0AkwSYyKGjyfdy86x1Q8cL2D2
BM+Rpkm1cFtjgWcB46U6S6w50sG7X0KSCMI4a6rnHPVgPPdXMrj3VSPJY8bhBQED
PVTnfSHf /wKZrIi5403F33B5jt6Cm9+9m9Fed8n+81w59rRom72CY9Xii/ULERIT
Hwjx0Z0Q+dIm123Kauwexu0Gjii@UR8MeM/ABn7UNys+bZTulgdpWW/mDhJ+eLAT
nhJw5ro/AWa6YVXG+t5k9L jdJ1ZmqS4bJxvBwilpEGoh@MM6YpOdr1XM4AmT /EQJM
WD458Ngs@5CuCpwAUXGdQmgrVsFrrVOHTyHeVLDhe43J3GI6HCWJVOeDQzzma03A
M+IooRDkTHnJMaxUXphKTag5+f/smNYEhzVjZeIc8GFZ36eSI4BNGHSXFACWLU2T
hkzpXMmg50JAUhBYxqE/fVevLUH4JPLgz869wk8gR1UB06ihQGrnsx7Z05IsYahE
YjzONB5PVPJYMLSYyMovG9i+LpzQ49gIBzPu2fdLR41u5n505mG1Y4aJ70CJIxMORY
hWHuctHdGdpJsgiq8+1iiUwmfyCfbOZL3ePMU+WBzkAsyn22aK8jDBLLVZ1vOZIV
gR3Gx4QFPSk6qCMQOES58VkMUMXYVvC1zTwSeEMu66eND /AKTE+XXV/d9bmSmWGk7Y
8XrDKLKfmRdr1IeondVJv5mk12YKxBPQGeUqK5XJUa2dzH9zvfEX8iYzdt4281QC
iXJ3qwmbT+8Ro0OLBt4Ky0s2e2ZSZnjrL90040UsHIOYEfjwnWoLhKbkmun8GJxoB
2yCzTawVQf9/qIUXaSzcp23AV6LT1k90f79HYPW3cQJAtjFf6XBVETXVZPkfTuC3y
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VLufljs2ed/ctpHg9nuId/xHFH7t4HbmU3/ZufE1GHnsRQ3kbnqA5WXerd9UzeoD
aVDjFXGrITp8envO8GXYvwWGXLL15010DuJSv1E+1yww86SNjBYUTx0r0CJjjTk2
7vIUhAYUEA+J71IeifqqPDKYXnrCdUEajbfEdek30WiLR+ChEVEp48M1la6UVTLm/
mjziwbsxm5Q1lGccmz13e32RiyrfseB+RyllmzeJtydP2IHkWK7pww9y01PKOQtZs
66IGZKqeXrWBk9QFYDX42gAy/xTfglco4K07akhp3UzTIQyTXnt+0s0Scc+ArVm/
dwClm+ZxybtOcVyadjpKWydyfAr3aTkGxX6RmHrEWr1R9BnNnMGPYesDs+yeVNs1Qd
Dhff/bQLwWCLXdGLWwLebkitUiyi8F3bdfPjR7R611EUvJrBm7YLmgdxRCJO2LFLG
nB9iSMNe5vmiNaKiuzfb4Dp9dqEMhmJfdsTURagfJIyqULoe@8EIIozahivbzoWV
A60PAkk2D8DNTiMegX4IZ/Zb3LPxJKAeX03Ys1YQrNSNZ3B2ZISBapzGzhFZfRVz
POmXhN53pDhlxkwObtkKb1lYA9CvP+kzgwekzCy/M1q/Hb038CVINKzay3yg4nteh
J+v9/k7gaqKmo3ZWMGkOWGBY /GFxYhmeNd14Y65D9T1ypM/zrXSyGo0qZgSA6H1A
gogzwwSaGwx9n/06czE8MBUGCSqGSIb3DQEJFDEIHgYAYgBVAGIwIwYJKoZIhvceN
AQkVMRYEFBfFhHvQp+92kDi4s28IvJK1niuUMC8wHzAHBgUrbgMCGgQUgwafFeGU
n9Q1rAOUCgw+KWxk+8EECJ1vqXeb6roOFAgIoAA==

————— END PKCS12-----

6. Example Ed25519 Certification Authority

The example Ed25519 Certification Authority has the following information:

Name: Sample LAMPS Ed25519 Certification Authority

6.1. Ed25519 Certification Authority Root Certificate
This certificate is used to verify certificates issued by the example Ed25519 Certification Authority.

————— BEGIN CERTIFICATE-----
MIIBtzCCAWmgAwWIBAgITH59R65FuWGNFHoycON3iWesrXzAFBgMrZXAwWTENMASG
ATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxNTAzZBgNVBAMTLFNhbXBsZSBM
QUTQUYBFZDITNTESIENlcnRpZmljYXRpb24gQXVOaG9yaXRSMCAXDTIWMTIXNTIX
MzUONFoYDzIWNTIXMJETMjEzZNTQOW;jBZMQOwCwYDVQQKEWRJRVRGMREWDwWYDVQQL
EwhMQU1QUYBXRzETMDMGATUEAXMsU2FtcGx1IExBTVBTIEVKMjUTMTkgQ2VydGlm
aWNhdGlvbiBBdXRob3JpdHkwKjAFBgMrZXADIQCEQUZ9yI/rkX/82DihqzVIZQZ+
RKE3URyp+eN2TxJDBKNCMEAwWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATB8EBAMC
AQYwWHQYDVROOBBYEFGuilX26FJvkLQTRB6TRguQuadyTMAUGAYyt1cANBAFAJrlWo
QjzwTOph7rXe023x3GaLPMXMwQI20f+apkdG2mHI9ID6PET1bu3gRRqIH5wW2tyS+xF
JwOouxcJyAyXEQ4=

————— END CERTIFICATE-----

6.2. Ed25519 Certification Authority Secret Key

This secret key material is used by the example Ed25519 Certification Authority to issue new
certificates.

————— BEGIN PRIVATE KEY-----
MC4CAQAWBQYDK2VWBCIEIAt889xRDvXxNT8ak53T7tzKuSn6CQDe8fIdjrCiSFRcp
————— END PRIVATE KEY-----
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This secret key is the SHA-256 ([SHA]) digest of the ASCII string draft-lamps-sample-certs-

keygen.ca.25519.seed

6.3. Ed25519 Certification Authority Cross-Signed Certificate

If an email client only trusts the RSA Certification Authority Root Certificate found in Section 3.1,

they can use this intermediate CA certificate to verify any end-entity certificate issued by the
example Ed25519 Certification Authority.

————— BEGIN CERTIFICATE-----
MIICvzCCAaegAwIBAgITR49T50AgYhF5+eBYQ3ZBZIMuujANBgkqhkiG9wBBAQsF
ADBVMQOwCwYDVQQKEWRJRVRGMREwWDwWYDVQQLEwhMQU1QUyBXRzExMC8GATUEAXMo
U2FtcGXx1IEXBTVBTIFJTQSBDZXJBaWZpY2F@aWIuIEF1dGhvcmlOeTAgFwOyMDEY
MTUyMTMTNDRaGA8yMDUyMDkyNzA2NTQxOFowWTENMAsGATUEChMESUVURjERMABG
ATUECXMITEFNUFMgVOcxNTAzBgNVBAMTLFNhbXBsZSBMQU1QUyBFZDITNTESIENL
cnRpZm1jYXRpb24gQXVOaG9yaXR5MCowBQYDK2VWAYEAhIFGfciP65F //Ng4oas1
SGUGTkShN1Ecqfnjdk8SQwSjfDB6MABGATUJEWEB/wQFMAMBAT8wFwYDVROgBBAw
DjAMBgpghkgBZQMCATACMA4GATUdDwWEB/wQEAwWIBBjAdBgNVHQ4EFgQUa6KVfboU
m+QtBNEHpNGC5C5r jLUWHWYDVROjBBgwFoAUKkTCOfAcXDKfxCSh1INhpnHGh29Fkw
DQYJKoZIhvcNAQELBQADggEBAGVOXxO0EzgY1RKixMcztiikxxJDbmRat1pcipD15
1n8kiBoGhsT4fNZJVolLO0QBa/WTMntL+qcAk2itqZCNIeZeGk1lU1jXBAz5tkDRAF
f/v99LEcsZTculbnJqz35danQkp4/upG4hPkfx+nbc1bsVylrITwIGOpnGhz7z3m
VCkO3DFE3Qt4w9mlv9yuMse33nmsBGXog/XZvM2JRYBiKtOxksQqQD9uYm7MoMeH
gQs30t7EaoPj54xyWvy42run6TLUye64D94SNjB/q/wjL96bsVIKGrRn10T1ybCh
4F5HDBOhQZgP15D1b1rg+vskN8MSk5nuD+6z1VsugioWO+k=

————— END CERTIFICATE-----

7. Carlos's Sample Certificates

Carlos has the following information:

Name: Carlos Turing

Email Address: carlos@smime.example

7.1. Carlos's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Carlos.
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————— BEGIN CERTIFICATE-----
MIICBzCCAbmgAwIBAgITP14fVCTRtAFDeA9zwYoXhR521jAFBgMrZXAwWWTENMASG
ATUEChMESUVURjJERMA8GATUECXMITEFNUFMgVOcxNTAzBgNVBAMTLFNhbXBsZSBM
QUTQUYBFZDITNTESIENl1cnRpZml1jYXRpb24gQXV0aG9yaXR5MCAXDTIWMTIXNTIX
MzUBNFoYDzIWNTIXMFjETMjEZNTQOWjA6MQOWCWYDVQQKEWRJRVRGMREWDWYDVQQL
EwhMQU1QUYBXRzEWMBQGATUEAXMNQ2FybG9zIFRT1cmluZzAqMAUGAYyt1cAMhAMLO
gDIs3mHITYRNYO+RnOedrq5/HuQHXSPyAKaS98ito4GwMIGtMAWGATUdEWEB/wQC
MAAwWFwWYDVROgBBAwD jAMBgpghkgBZQMCATABMB8GATUdEQQYMBaBFGNhcmxvcOBz
bW1tZS51eGFtcGx1MBMGATUdJQQMMA0GCCsGAQUFBWMEMA4GATUdDWEB/WQEAWIG
wDAdBgNVHQ4EFgQUZIXjOo5wdWs3mC7o0afwi+xJzMhD8wHwWYDVROjBBgwFoAUa6KV
fboUm+QtBNEHPNGC5C5r jLUWBQYDK2VWABEAWVGQWbdy6FQIpTFsaWvG2/US2fnS
6B+BzgCrkGQKWX1WgkTj4MEOQL+0¢cFXLr7Z2Q2DQUo2iXyTAu58BR6btcCQ==
————— END CERTIFICATE-----

7.2. Carlos's Signing Private Key Material

This private key material is used by Carlos to create signatures.

————— BEGIN PRIVATE KEY-----
MC4CAQAWBQYDK2VWBCIEILvVXL741LfX+Ep3Iyye3Cjr4JmONIVYhZPM4MIONTIHY
————— END PRIVATE KEY-----

This secret key is the SHA-256 ([SHA]) digest of the ASCII string draft-lamps-sample-certs-
keygen.carlos.sign.25519.seed

7.3. Carlos's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Carlos. It contains an SMIMECapabilities extension
to indicate that Carlos's MUA expects Elliptic Curve Diffie-Hellman (ECDH) with the HMAC-based
Key Derivation Function (HKDF) using SHA-256, and that it uses the AES-128 key wrap algorithm,
asindicated in [RFC8418].

————— BEGIN CERTIFICATE-----
MIICNDCCAeagAwIBAgITfzOBv+b10MAT79aCh3arViNvhDAFBgMrZXAwWTENMASG
ATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxNTAzBgNVBAMTLFNhbXBsZSBM
QUTQUYBFZDITNTESIENlcnRpZmljYXRpb24gQXVOaG9yaXRSMCAXDTIWMTIXNTIX
MzUONFoYDzIWNTIXMjETMjEzZNTQOWjA6MQOWCwYDVQQKEWRJRVRGMREWDWYDVQQL
EwhMQU1QUYBXRzEWMBQGATUEAXMNQ2FybG9zIFRT1cmluZzAgMAUGAyt1lbgMhAC50
MczTIMiddTUYTc/WymEqXw8hZm1QbIz2xX2gFDx004HdMIHaMCsGCSqGSIb3DQEJ
DwQeMBwwGgYLKoZIhveNAQkQAXMwCwYJYIZTIAWUDBAEFMAWGATUdEWEB /wQCMAAwW
FwYDVROgBBAwD jAMBgpghkgBZQMCATABMB8GATUdEQQYMBaBFGNhcmxvc@BzbW1t
ZS51eGFtcGx1MBMGA1UdJQQMMA0GCCsGAQUFBWMEMA4GAT1UdDWEB /wQEAWIDCDAd
BgNVHQ4EFgQUgSmg+i0gSyCMDXgA3u3aFss@JbkwHwYDVROjBBgwFoAUa6KVfboU
m+QtBNEHpNGC5C5r jLUWBQYDK2VwWABEAZzss75UzFuADPfd4hQdo5jyAQ3GvkyyvI
BdBGnWtJ1eT1WuMaIMhilrH4vPGPd9scwW+sqd9fG+pv3MShl+zKAQ==

————— END CERTIFICATE-----
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7.4. Carlos's Decryption Private Key Material

This private key material is used by Carlos to decrypt messages.

————— BEGIN PRIVATE KEY-----
MC4CAQAWBQYDK2VUBCIEIIH5782H/0otrhLy9Dtvzt79ffsvpcVXgdUczTdUvSQsK
————— END PRIVATE KEY-----

This secret key is the SHA-256 ([SHA]) digest of the ASCII string draft-lamps-sample-certs-
keygen.carlos.encrypt.25519.seed.

7.5. PKCS #12 Object for Carlos

This PKCS #12 ([RFC7292]) object contains the same information as presented in Sections 6.3, 7.1,
7.2,7.3,and 7.4.

It is locked with the simple five-letter password carlos.
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————— BEGIN PKCS12-----

MIIKzgIBAzCCCpYGCSqGSIb3DQEHAaCCCocEggqDMIIKfzCCAvcGCSqGSIb3DQEH
BqCCAugwggLKAgEAMIIC3QYJKoZIhvcNAQcBMBwWGCiqGSIb3DQEMAQMwDgQIWS3R
pT1mkyMCAhS7gIICsGKkBmOnci9VHfgqx0TWy/1kKyQeF5bwsF/9gZrqUym1KtHZF
a4rSJIPUctmzqVnhGmfWIOm+LEi7Em9rRmUIQbDZt4kQDG5eDk7AdhyDnB3uZDG1W
4cAeUVXJIMzGfnwtzy5TzBZzEo5nnVX74A1+PDWOwdpbv2TIrilL@m29fBT+7HVS9F
Z/95XokSwbbémmCYeGiPpNEaoeUeuU4zrh/k+JJgDugqNsU66I30wHOCFmk3aarBV
3LkEeCjKFkngzM0ZqiKZu8D2hEUjsGQ9ALsRn7P+hIWNFIgjvqgcCMTF8fLK1C/8
vYGD+HOpnn23nLele4b/qpFYx5kJOb0K1Z0o1SpgUQ7BubgectUcey0gi7CjRScuV
ew7918ZY0ugyYoIWATOkecPMBTFtxAn19JPX04jBYA1wUtx7GYA1DkgZCb/0dbkv
4L+PAeJK4kVDREDQ6ch/6/h1qU8xHeNzdagEWYL6FxWDiHebASxIvZzqkLd7RV9m
dL1FXst9R9G74j0sOWMMFmd9toyOhDBq6G19catOrolCVS/CKaCBCucsJfikKrld/
duQkt/JwcELveuOg60u2uaGKUgHmFhd3+6omk+wNBoY+0D5MmBZ /xnrVELGmzp94
qOf/HfZPT6sxkYBGuP2eUA/qr/zimNG3TuGVch/MdnduuVhvAYLyh1gbA8yRm+I/
zGCVuAqhsHITTx7Fqc3tyVp/mLYUOBQuwmgAwW6NhzwKZ f5N+tRODZGcgw8rZpeJA
yTxVFcjzXvoShxog7RroR9Nc4FwJhWI4B02410HFEiQZeRk8vzI8BWIFXnn6t42/q
jImV7Ba42zxPEGoY3mObKwjR6 rDp6KwmmfkghpwMPU3qP2 /ASVBWT1+9GIYHc5Am
9CmSOTiQM1uW70Ra2k5ZM1wnbKNyMRbjUB/yHwwwggKvBgkghkiG9weBBwagggKg
MIICnAIBADCCApUGCSqGSIb3DQEHATAcBgoqhkiG9wOBDAEDMA4ECOMzXMste/8a
AgIUIICCAmgXa+q2JhTLvWsj5SKLAMNinTk5uB6HhOsDKYR9GDg/cABqUFxycROG
JeJuewIRkJhsfdXJi+TSRtnQOqpyVM90oRUdxcbGuCI98fEbLMVYyr7KF8GudTgC+b
eal jn6HYkWpv71WdvsFG8BEY6Jqi3 /tP9PgNvpCYgVVM7yx6SX8QArcLSQkxbTsv
Ae@iN18H89WIXOHEZz4Z2qHYyb7fOpPHrmpTGC6gmtvoT1gNRsSKTFOwYeQ5Sy/9U3f
oM6bIcrOvHDksaco4+5n0zeySDETY8W4AmO1KOuUC/t0oTOScYGBeRhVroDQapZGT/
EjS5LpgjX0uosAoT3IKNMwK3CO0Z8oBzcvgSpeAa/V/0TKDpZb22yq6sEaHAPoUqgb
cKRJmMB6HC5mdLs3nOuP1v1ZuYsHU7EvtOUhns9pbk1JDiCgM+4SFgKTRbd6Xt8bf
GHkWnmpv4pQL73jjzA3epP2DHyC8MJaDv1eWY7Z3t/IEtkzVxflLo8kT21edz12cm
UFVK9i1MW3eJuyiRyFXFPgVsuNi/HFnijXFgxzAncP7fFP5MCsOo6daikjJjemKf
J3D+HdD6OgFih/eX9V+tGl4y7/jtxCRA/54mit4sCy3LCO++1Ep9AtFwWGY rDw825
uGj27a7mE26qgGdGXdzTOUJ8BFfUsIoRPrG38Q4mhS10pTarNucWOGjkftZiKJLay
rfMRf3HYx0I/7iupfxYLK/4/FODijaHzAfSdQf2Bo7csPaz2HQkK/@ny0+tt68S9
pUCjEfV6Liy22tang/jXxPFbBDK/P68MnmgR8C3PcYhPJCo/KBJR2/8F8pVVEQqd5
MIIDPwYJKoZIhvcNAQcGoIIDMDCCAywCAQAwggM1BgkqhkiGO9wOBBWEWHAYKKo0ZI
hvcNAQwWBAZzAOBAho9g0tQyYTvwWICFIGAggL43SpNCoshZX3ikmKTmOIJpS2Ah8Xv
94S/5NA8kwHtaNXpLrjYr3CyRL93USm55uvGAtECR/Eb1ON9ze02p@gK2JPSbDr6
/100vo7Uo0ZNRoRBZ8pUegVWJswNWjqvzVu5JIRmpDO5XjVDKHbFqiXAqtj9/w3q0
Qq/p/MOUrLWD93hyLNdIppWr2KR2it9ImASTKEHX9dgqXcTOGOKp2GmrfGNteGLO2 j
qVKZazZyYI8gkSxhVLS9zzgf10ynAkzYQsoo+GKhdAW1fJECemAyPc3L+eeARw/SY
g1d5QVwxKfYpIJ2wiiavdeRVNbWiwV7Ti+P9PtPx/hV22NNLwMhvnJcHaSS1Pa0i
SjoxFJTEJWGEsOQwcdwM8iN30oVuqT5HU /edMgx9TLNTiE1g2GEq59I/RwBtCL8Dh
0zKnUb4PU1Z81+HimV3KPI8g3cduhYaBR4HfqAhMnc+w5HXI6J3CINtAE/izZ1Y2
0d71+GTJfjPgzIy@hjqfbMt8uU9D9aPr2XjNOWoKRSojae16v8bLx+dFn6RMxFUS
g3nLEZ6EDpyrJfpGPm6mPgZKSXtvnHuFcbS+utkRuVAtque7r2XpkGBIJLNVIRHU
5gLACbTj9TPcAce6RLoaYSDgOuFKBYZMdwzhsAIOYMpyHsSUEZpQ5tjWSBY6ENbVF
7+QhmDnf6N3Bj+vxUtGS48pVsYCGbmOD7UM5QpUxIgVkpPrfRok0Zs/fi9sW+Xy6
eQ2Brbn3t9C2TAsORYzFbuBwuTCqFW/rXHS6iffJpx2eAg3DCqaUAJjptSV/yzij4
vxiX1DB3fMRcpNd5Je7DoHS4axuj7SLHdpNoUHs+qQsG6yDM5BEUXWGxo/L9sGhe
XQrUnkZ4m4gB81sfgTOfDNurXx/oP@ym+B50q6nLUWvOtYZpmCVil358dIEGPPSMY
AMXhB5tIPFAYSJ3WLsOcxy5X4sXZ15w16Pzeb9SF5topgRUbSPDTfVr2bQUMwTbp
99Fc0Qf6cg8HXyT+8b4qKp9Wy jCBxAYJKoZIhvcNAQcBoIG2BIGzMIGWMIGtBgs(q
hkiG9weBDAoBAgBaMFgwHAYKKoZIhvcNAQwBAzAOBAgNhfODEdzSrQICFFOEOCE(q
FielpeicS90SXNQjLwbN3k081YM2HqeSZoEKJ4JSF1V1kWW3xwfu5aZKrGEYBfGM
d8renRijMUIwGwYJKoZIhvcNAQkUMQ4eDABjAGEAcgBsAG8AczAjBgkghkiGoweB
CRUxFgQUgSmg+i0gSyCMDXgA3u3aFss0@JbkwgcQGCSqGSIb3DQEHAaCBtgSBszCB
sDCBrQYLKoZIhvcNAQWKAQKgWjBYMBWGCiqGSIb3DQEMAQMWDgQINFcqIEMfdIUC
AhS1BDgZruEsSaBY+Cm9WKR8HhH3JXh+AoMSrwkDCKytWt+MNIXBO3jY2QZHDbN3u
Fn7qHwWO6MDthnKniazFCMBsGCSqGSIb3DQEJFDEOHgWAYWBhAHIAbABVAHMwIWYJ
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KoZIhvcNAQKkVMRYEFGSF4zucHVrN5gu6Gn8IvsSczIQ/MC8wHzAHBgUrDgMCGgQU
8nOYIWrnJVXEur957K5¢cCV3jx5cECJDjazkfy4dFnAgIoAA==
————— END PKCS12-----

8. Dana's Sample Certificates

Dana has the following information:

Name: Dana Hopper

Email Address: dna@smime.example

8.1. Dana's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Dana.

————— BEGIN CERTIFICATE-----
MIICAzCCAbWgAwWIBAgITaWZI+hVtn8pQZviAmPmBXzWfnjAFBgMrZXAwWTENMASG
ATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxNTAzBgNVBAMTLFNhbXBsZSBM
QUTQUYBFZDITNTESIENlcnRpZmljYXRpb24gQXVOaG9yaXRSMCAXDTIWMTIXNTIX
MzUONFoYDzIWNTIXMjETMjEzNTQOWjA4MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQL
EwhMQU1QUYBXRzEUMBIGATUEAXMLRGFuUYSBIb3BwZXIwKjAFBgMrZXADIQCy2h3h
hkaKDY67PuCuNLnnrQiHdSWYpP1lgFs0if85vrqOBrjCBqzAMBgNVHRMBATSEA]jAA
MBcGATUdIAQQMA4wDAYKYIZIAWUDAgEWATAdABgNVHREEF jAUgRJKYW5hQHNtaW11l
LmV4YWIwbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgbAMBOG
A1UdDgQWBBRIA4bBabh4ba7e88wGsD0sVzLd1jAfBgNVHSMEGDAWgBRropV9uhSb
5COEOQekOYLkLmuMtTAFBgMrZXADQQDpORBZitzXGYUjxnoKVLIcWLS5xner97it5
VKXEf8E7AeAp96POPEU//2jXnh4qAT40ymWOwrgxUTNT8WW/dSgC

————— END CERTIFICATE-----

8.2. Dana's Signing Private Key Material
This private key material is used by Dana to create signatures.
————— BEGIN PRIVATE KEY-----

MC4CAQAWBQYDK2VWBCIEINZ8GPfmQh2AMp+uNIsZMbzvyTOltwvEt13usjnUaWaN
----- END PRIVATE KEY-----

This secret key is the SHA-256 ([SHA]) digest of the ASCII string draft-lamps-sample-certs-
keygen.dana.sign.25519.seed

8.3. Dana's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Dana. It contains an SMIMECapabilities extension
to indicate that Dana's MUA expects ECDH with HKDF using SHA-256, and that it uses the AES-128
key wrap algorithm, as indicated in [RFC8418].
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————— BEGIN CERTIFICATE-----
MIICMDCCAeKgAwIBAgITDksKNgnvupya02gkjlIdwN7zpzAFBgMrZXAwWWTENMASG
ATUEChMESUVURjERMA8GATUECXMITEFNUFMgVOcxNTAzBgNVBAMTLFNhbXBsZSBM
QUTQUYBFZDITNTESIENlcnRpZmljYXRpb24gQXV0aG9yaXRSMCAXDTIWMTIXNTIX
MzUBNFoYDzIWNTIXMjETMjEzZNTQOW;jA4MQOwWCwYDVQQKEWRJRVRGMREWDwWYDVQQL
EwhMQU1QUYBXRzEUMBIGATUEAXMLRGFuYSBIb3BwZXIwKjAFBgMrZW4DIQDgMaI2
AWKU9LG8CvaRHgDSEY9d72Y8ENZeMwibPugkVKOB2zCB2DArBgkghkiG9weBCQ8E
HjAcMBoGCyqGSIb3DQEJEAMTMASGCWCGSAF1AwWQBBTAMBgNVHRMBATf8EAjAAMBCG
ATUdIAQQMA4wDAYKYIZIAWUDAgEWATAdBgNVHREEF jAUgRJkYWS5hQHNtaW11LmV4
YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgMIMBOGA1Ud
DgQWBBSd303UBe+a7GCGvCdtBONOWtyPpDATBgNVHSMEGDAWgBRropV9uhSb5CRE
0QekOYLKkLmMuUMtTAFBgMrZXADQQD6T7DCCxXzpnY3BwmrIuf/SNQST//0tri7USkd
9GF+VthGS+9KJ4HTBChOZGUHIU9EgnfgdSLT1UR3WUkL7tv8A

----- END CERTIFICATE-----

8.4. Dana's Decryption Private Key Material

This private key material is used by Dana to decrypt messages.

————— BEGIN PRIVATE KEY-----
MC4CAQAWBQYDK2VUBCIEIGXZt8L71Y480Eq4gs/smQ4weDhRNM1YHG21StivPfz3
----- END PRIVATE KEY-----

This seed is the SHA-256 ([SHA]) digest of the ASCII string draft-lamps-sample-certs-
keygen.dana.encrypt.25519.seed

8.5. PKCS #12 Object for Dana

This PKCS #12 ([RFC7292]) object contains the same information as presented in Sections 6.3, 8.1,
8.2,8.3,and 8.4.

It is locked with the simple four-letter password dana.
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————— BEGIN PKCS12-----

MIIKtgIBAzCCCn4GCSqGSIb3DQEHAaCCCm8EggprMIIKZzCCAu8GCSqGSIb3DQEH
BqCCAuAwggLcAgEAMIIC1QYJKoZIhvcNAQcBMBwWGCiqGSIb3DQEMAQMwDgQIZNgH
TA2APxO0CAhQXgIICqK+HFHF6dF5qwlWM6MRCXw11VKrcYBff65iLABPYGVWENNVM
TTPpDLgbGm6Yd2elLntPZvJoVe5Sf2+DW4q3BZ9aKuEdneBBk8mDJ6 /Lq1+wFxY5k
WaBHTA6LNm1/NkM3za/fr4abKFQnu6DZgZDGbZh2BsgCMmO9TeHgZyepsh3WP4Z0
aYDvSDOLiEzerDP10BgjYahcNLjv/Dn/dFxt0030r818TTUoQCqeHJ00q3hJtSI+
8n0iXk6gtf1/ROj6JRt/3Aqz/mLMIhuxIg/5KTwxY9AwFT4oyflapNJozGg9qwGi
PWVtEy3QDNvAs3bDfiNQqAfJOEHv2z3Ran7sYuz3vEGFnPfA81oWbazlydjBeoP/B
0Q+s6VLbsAosnZq9jv2ZVrCDaDAl/g70D7fY8qmaC602q5/Z3KusfMt+r9En2v81
H2vjgrpxnDIXjYuLZdrnNE/s1RtqadOGR/WQ358RG+yUmRUbHYHGNk jn9f0OGLasI
ZUV@aowivcWyF/kR7QV3VVexgqJMX6k1vzSXRoJ/tnA+1/WPWy1mCJeljGOgYqSV
txtVB61Qmc2XP48F7wyaQZvdAU9zfe11/tHAaKKJWBpET11IuAEKGtIP60zYJBF jH
I11tBA8fijTnug+S40vSgjtsRV/+kSEiW4F+pwEBRuUTYfUu7qg+EwBLYdLgkH50yE
snBb62UFpR/E1D9exWzohrFbIdUCbjtssXucruAgPNhW/abTOzicWu5Snvf+Pniow
2VxvhwoGt5jZ+1kaR5Z+1/GpbMgq47EUyGCgKv+5GAcJXUXINZqLbACJ/MhLfYPB
eJrXz8f5CigmIiwZLisYCgnuc8cGCXjNgNkUlqtzodM8xv4gegT/zILxmJTZP2g4n
YA4yBQx5/n2G2dZC+pf3kAfbXcpOMIICpwYJKoZIhvcNAQcGoIICmMDCCApQCAQAW
ggKNBgkghkiG9weBBwWEWHAYKKoZIhvcNAQwBAzAOBAjxuoiaSZDbnwICFH+AggJg
k2hcNYt00+15uLgXdiNhr5QeJkYcrHdo®wR6G5AgLmwI+TYi+P8EZUjDIJ4TJ3b4
6xv7+3pT8chEFf6PXcfS8/sCfM7FaV3SpLACLZbBJV520KEBCAgALZOLUIZz5mGVU
tWI2h1x587KeIv5GRPIxumDebT3Gmkkp9Qoi55hjTgn6801SgDaJF805wnfODhkS
0110a3x90wkJSNTAXTfmBfj33KnT8Dc4bTfAZy1S501zCtaEqnct2Urb4Pe03LfHB
ErBsvY8HE4D7gh6P5ftXHQHAX/b3hbU8jQP1tRON90OhOSiLi//ebCeGXWQRAVjLS5
+VQrh1lQF5d4Kz97Zx790C36g7C2BxCQomur /FOTT12NPzPpaEGGo61jB6myAHNYwW9
rCxbSxBvbtEtlgJnxxb1Y5Q4ukgyjzK6431Bwq2+iNLOVGCc902¢c5ELUPU9zGelLBZ
tXWvdX27a0HjusPfDZ170C5zHiYs1FU6Tkn9Aotc424Q3d2IRTTcYnnjs1VSi1Sr
4bRyB8zBAQmMdQrniBW++7eJm3m/EQUBYyOnoUT169m8KNJrmSspMvKS6pyiYHR4I
BVAIKRIjvdtQvJdQJ+Uyr+HH5daE6golW1917b2bXj/4TmvXYkJYE6W8xOBkmTRYhH
QJZphW1lvNcrHKo46Unk48Qc/5J5tI+6UDTXFr//V34vcpQ2ktpOMAKL1rBH549ef
CsGQTGog8XHPhksehEEMRMOJDeKTVkKx8xNhbwb395yFCIxfF2NHeDLXP+JyW+nH
Iy2fnBD1yTiPF7YXyGiPjPAgK8LS8GUE+Zq2rWqrGNkwggM/BgkqhkiG9wOBBwag
ggMwMIIDLAIBADCCAYyUGCSqGSIb3DQEHATAcBgoqhkiG9w@BDAEDMA4ECOfJ/s3Y
f5bgAgIUNYCCAvi4NaYP41lpAtuXtEB2Zqgl9aLFwsj9B/rikBo601ZR/1sryJ4PJ
VGYy6NyBPjG67g1JVMYiI3Hge+j66FXKXD/AaiMVD21ZmfrH935S14ZUKS9tpTJL
QDw3ejpDEDqJUFJZJ/ybgpRAKONFhcE3B7F7+WMI8Pr70M1Fbw7ytUCAjOf18sIW
prUA8f809dLiGgiWy jE5SHMzSXEib5IMRpq5x4Q28pBrT8rVYgoQSSyVkfHtU7LDi
Bm68RTfBgE17jIqLdrt2kKxHC3/1C4xXQgFNXeQ056aRp8Yu4VpoRwraVLUO3tJk+
pf1zFfmUei/JtiF1C6ufOPvC2B5h6kAZocE11LxGIDFH7fTd6édzP7qTDbUQ+uEk3
gsgktT2pcoVnxTanvQmTCEZM9ZKCX5/z7Gkm+z831GLDDU90NYRSrxHrRBIvgH4w
3aGH1vekfYOWwwwaghQOQIZFyzGVRKXsP7As1L+n4ti831TxqSUZX2qy9LpI4Tjp
5A/NLMKo3ugmHF1TLnnYUqoppe88FNY8T/LXnHpOKTkuXFmdKJtp1/ydgh18jBk7
nfLcQFdf1R/50kysb1lRtaMujlhelymT7MoM8u5C8ceI07uWX8NI5SB/IB+Yn2BvzZ
9LXoSia/wHjTu7UK61007W0q9qTYe1i1x+HsmJaOC6hpaQh6b33VWDrHJb17c/4Z
tvQ9qAzqkqIhFWMRXNK+32 jFVAgXrD8UTQHW2ip5s7W/XtmT1AegrhG1nSQgJezY1l
OnE/t2PDWuPeW94kRBuv1fNshé6pllLyZYf/BaghoGCHsa/ipD86viVSZDgJ8ASVLF
eLUK3HYFMhJ+MLEZzZJffYZAOnbYoyNPNcOvc7dpbk+ZMnlb5bDFcMCpm7+fW0jsC
NsNNL9nqQINHHCJRKGux05rujftbPM7R3GLT9d/u5e9YY5cXORiDLxomFff1j2Yh
URoyX+8WzESt98I/KmAraWKXnxOP1FEWajtNCrnGCezDKO3XEHTQhECpg+z704mj
MjN6MIHABgkghkiG9weBBwGggbIEga8wgawwgakGCyqGSIb3DQEMCgECoFowWDAC
BgoqhkiGOwOBDAEDMA4ECL2Bz1vW+YZkAgIUugQ4YOyE jke53NDVCFROciUHZ7re
f9/wPx5TgV3qzGhfR4bP2rdpi0t9hAHVK5cmUAR7+wjAJiYdLUQXxPjAXBgkqghkiG
9wBBCRQXxCh4IAGQAYQBUAGEWIWYJK0oZIhvcNAQkVMRYEFJ3fTdQF75rsYIa8J20E
6c5a3I+kMIHABgkghkiG9weBBwGggbIEga8wgawwgakGCyqGSIb3DQEMCgECoFow
WDAcBgoghkiG9wOBDAEDMA4ECFw78Uk8K64uAgIU+gQ4idOjRb3JyEM5fdpaeQR+
YEeMn+Y5KavplVD5HtgQQY9hhppbQqG4af7KY+MT6xus60NEQeJAESwxPjAXBgkq
hkiG9wOBCRQxCh4IAGQAYQBUAGEWIwWYJKoZIhvcNAQkVMRYEFEgDhsFpuHhtrt7z
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zAawM6XxXMt2WMC8wHzAHBgUrDgMCGgQUzSoHpcIerV21CvCOjAe5ZVhs2M8ECCSD
kkz12M1tAgIoAA==
————— END PKCS12-----

9. Security Considerations

The keys presented in this document should be considered compromised and insecure, because
the secret key material is published and therefore not secret.

Any application that maintains a deny list of invalid key material should include these keys in its

list.

10. IANA Considerations

This document has no IANA actions.
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       The S/MIME development community benefits from sharing samples of signed or encrypted data. This document facilitates such collaboration by defining a small set of X.509v3 certificates and keys for use when generating such samples.
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       Introduction
       The S/MIME ( ) development
      community, in particular the email development community, benefits from
      sharing samples of signed and/or encrypted data.  Often, the exact key
      material used does not matter because the properties being tested
      pertain to implementation correctness, completeness, or interoperability
      of the overall system.  However, without access to the relevant secret
      key material, a sample is useless.
       This document defines a small set of X.509v3 certificates ( ) and secret keys for use when
      generating or operating on such samples.
       An example RSA Certification Authority is supplied, and sample RSA
      certificates are provided for two "personas", Alice and Bob.
       Additionally, an Ed25519 ( ) Certification Authority is supplied, along with sample Ed25519 certificates for two more "personas", Carlos and Dana.
       This document focuses narrowly on functional, well-formed identity
      and key material.  It is a starting point that other documents can use
      to develop sample signed or encrypted messages, test vectors, or other
      artifacts for improved interoperability.
       
         Terminology
         
           "Certification Authority" (or "CA"):
          
           a party capable of issuing X.509                
certificates
	  
           "End Entity" (or "EE"):
          
           a party that is capable of using X.509 certificates (and their         
corresponding secret key material)
	  
           "Mail User Agent" (or "MUA"):
          
           a program that generates or handles email messages ( )
	  
        
      
       
         Prior Work
           contains some sample certificates as well as messages of various S/MIME formats.
That older work has unacceptably old algorithm choices that may introduce failures when testing modern systems: in 2019, some tools explicitly marked 1024-bit RSA and 1024-bit DSS as weak.
         This earlier document also does not use the now widely accepted
        Privacy-Enhanced Mail (PEM) encoding (see  ) for the objects and instead embeds runnable Perl
        code to extract them from the document.
         It also includes examples of messages and other structures that are greater in ambition than this document intends to be.
           includes an example
        X25519 certificate that is certified with Ed25519, but it appears to
        be self issued, and it is not directly useful in testing an S/MIME-capable
        MUA.
      
    
     
       Background
       
         Certificate Usage
         These X.509 certificates ( ) are designed for use with S/MIME protections ( ) for email ( ).
         In particular, they should be usable with signed and encrypted messages as part of test suites and interoperability frameworks.
         All end-entity and intermediate CA certificates are marked with Certificate Policies from   indicating that they are intended only for use in testing environments.
End-entity certificates are marked with policy 2.16.840.1.101.3.2.1.48.1 and intermediate CAs are marked with policy  2.16.840.1.101.3.2.1.48.2.
      
       
         Certificate Expiration
         The certificates included in this document expire in 2052.
This should be sufficiently far in the future that they will be useful for a few decades.
However, when testing tools in the far future (or when playing with clock-skew scenarios), care should be taken to consider the certificate validity window.
         Due to this lengthy expiration window, these certificates will not be particularly useful to test or evaluate the interaction between certificate expiration and protected messages.
      
       
         Certificate Revocation
         Because these are expected to be used in test suites or examples, and we do not expect there to be online network services in these use cases, we do not expect these certificates to produce any revocation artifacts.
         As a result, none of the certificates include either an Online Certificate Status Protocol (OCSP)
        indicator (see  id-ad-ocsp as defined in the Authority
        Information Access X.509 extension in  ) or a Certificate Revocation List (CRL)
        indicator (see the CRL Distribution Points X.509 extension as defined
        in  ).
      
       
         Using the CA in Test Suites
         To use these end-entity certificates in a piece of software (for example, in a test suite or an interoperability matrix), most tools will need to accept either the example RSA CA ( ) or the example Ed25519 CA ( ) as a legitimate root authority.
         Note that some tooling behaves differently for certificates validated by "locally installed root CAs" than for pre-installed "system-level" root CAs).
For example, many common implementations of HTTP Public Key Pinning (HPKP) ( ) only applied the designed protections when dealing with a certificate issued by a pre-installed "system-level" root CA and were disabled when dealing with a certificate issued by a "locally installed root CA".
         To test some tooling specifically, it may be necessary to install the root CA as a "system-level" root CA.
      
       
         Certificate Chains
         In most real-world examples, X.509 certificates are deployed with a chain of more than one X.509 certificate.
In particular, there is typically a long-lived root CA that users' software knows about upon installation, and the end-entity certificate is issued by an intermediate CA, which is in turn issued by the root CA.
         The example end-entity certificates in this document can be used either with a simple two-link certificate chain (they are directly certified by their corresponding root CA) or in a three-link chain.
         For example, Alice's encryption certificate ( alice.encrypt.crt; see  ) can be validated by a peer that directly trusts the example RSA CA's root cert ( ca.rsa.crt; see  ):
         
           Validating Alice's encryption certificate directly when the issuing CA is a trust        anchor
           
              
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                   ca.rsa.crt
                   alice.encrypt.crt
                
              
            
             
+==============+   +-------------------+
|| ca.rsa.crt ||-->| alice.encrypt.crt |
+==============+   +-------------------+

          
        
         And it can also be validated by a peer that only directly trusts the example Ed25519 CA's   
root cert ( ca.25519.crt; see  ) via an        
intermediate cross-signed CA cert ( ca.rsa.cross.crt; see  ):
         
           Validating Alice's cert from a different trust anchor via an intermediate cross-signed  CA certificate
           
              
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                 
                   ca.25519.crt
                   ca.rsa.cross.crt
                   alice.encrypt.crt
                
              
            
             
+================+   +------------------+   +-------------------+
|| ca.25519.crt ||-->| ca.rsa.cross.crt |-->| alice.encrypt.crt |
+================+   +------------------+   +-------------------+

          
        
         By omitting the cross-signed CA certs, it should be possible to test a "transvalid" certificate (an end-entity certificate that is supplied without its intermediate certificate) in some configurations.
      
       
         Passwords
         Each secret key presented in this document is represented as a PEM-encoded PKCS #8 ( ) object in cleartext form (it has no password).
         As such, the secret key objects are not suitable for verifying interoperable password protection schemes.
         However, the PKCS #12 ( ) objects do have simple textual passwords, because tooling for dealing with passwordless PKCS #12 objects is underdeveloped at the time of this document.
      
       
         Secret Key Origins
         The secret RSA keys in this document are all deterministically derived using provable prime generation as found in   based on known seeds derived via SHA-256 ( ) from simple strings.
The validation parameters for these derivations are stored in the objects themselves as specified in  .
         The secret Ed25519 and X25519 keys in this document are all derived by hashing a simple string.
The seeds and their derivation are included in the document for informational purposes and to allow recreation of the objects from appropriate tooling.
         All RSA seeds used are 224 bits long (the first 224 bits of the SHA-256 digest of the origin string) and are represented in hexadecimal.
      
    
     
       Example RSA Certification Authority
       The example RSA Certification Authority has the following information:
       
         Name:
        
         
           Sample LAMPS RSA Certification Authority
        
      
       
         RSA Certification Authority Root Certificate
         This certificate is used to verify certificates issued by the example RSA Certification Authority.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
       
         RSA Certification Authority Secret Key
         This secret key material is used by the example RSA Certification Authority to issue new certificates.
         
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----

         This secret key was generated using provable prime generation found
        in   using the seed
         a5c1b7847614ed661a6b0522351428b4b7f09d8ccca2d99302dd62e9.
        This seed is the first 224 bits of the SHA-256 ( ) digest of the string
         draft-lamps-sample-certs-keygen.ca.rsa.seed.
      
       
         RSA Certification Authority Cross-Signed Certificate
         If an email client only trusts the Ed25519 Certification Authority Root Certificate found in  , they can use this intermediate CA certificate to verify any end-entity certificate issued by the example RSA Certification Authority.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
    
     
       Alice's Sample Certificates
       Alice has the following information:
       
         Name:
        
         
           Alice Lovelace
        
         Email Address:
        
         
           alice@smime.example
        
      
       
         Alice's Signature Verification End-Entity Certificate
         This certificate is used for verification of signatures made by Alice.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
       
         Alice's Signing Private Key Material
         This private key material is used by Alice to create signatures.
         
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----

         This secret key was generated using provable prime generation found
        in   using the seed
         92c89d4330d3d8e31d4fde9b9d0fe6e9fc142141dd65a45e5b436f05.
        This seed is the first 224 bits of the SHA-256 ( ) digest of the string
         draft-lamps-sample-certs-keygen.alice.sign.seed.
      
       
         Alice's Encryption End-Entity Certificate
         This certificate is used to encrypt messages to Alice.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
       
         Alice's Decryption Private Key Material
         This private key material is used by Alice to decrypt messages.
         
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----

         This secret key was generated using provable prime generation found in   using the seed  1cf74849f7445f466c4272251f5f96b77fa0698b3e98b3f1ee8207bf.
This seed is the first 224 bits of the SHA-256 ( ) digest of the string  draft-lamps-sample-certs-keygen.alice.encrypt.seed.
      
       
         PKCS #12 Object for Alice
         This PKCS #12 ( ) object
        contains the same information as presented in Sections  ,  ,  ,  , and  .


         It is locked with the simple five-letter password  alice.
         
-----BEGIN PKCS12----------END PKCS12-----

      
    
     
       Bob's Sample
       Bob has the following information:
       
         Name:
        
         
           Bob Babbage
        
         Email Address:
        
         
           bob@smime.example
        
      
       
         Bob's Signature Verification End-Entity Certificate
         This certificate is used for verification of signatures made by Bob.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
       
         Bob's Signing Private Key Material
         This private key material is used by Bob to create signatures.
         
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----

         This secret key was generated using provable prime generation found
        in   using the seed
         f4afaacbb5473f360e06ac32e00188fe4173ae15c99bcf043a8b8f6e.
        This seed is the first 224 bits of the SHA-256 ( ) digest of the string
         draft-lamps-sample-certs-keygen.bob.sign.seed.
      
       
         Bob's Encryption End-Entity Certificate
         This certificate is used to encrypt messages to Bob.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
       
         Bob's Decryption Private Key Material
         This private key material is used by Bob to decrypt messages.
         
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----

         This secret key was generated using provable prime generation found
        in   using the seed
         98c8998652958929e889e3419f3bfd0edfe0aca15da3060dedf8a1e8.
        This seed is the first 224 bits of the SHA-256 ( ) digest of the string
         draft-lamps-sample-certs-keygen.bob.encrypt.seed.
      
       
         PKCS #12 Object for Bob
         This PKCS #12 ( ) object contains the same information as presented in Sections  ,  ,  ,  , and  .
        
         It is locked with the simple three-letter password  bob.
         
-----BEGIN PKCS12----------END PKCS12-----

      
    
     
       Example Ed25519 Certification Authority
       The example Ed25519 Certification Authority has the following information:
       
         Name:
        
         
           Sample LAMPS Ed25519 Certification Authority
        
      
       
         Ed25519 Certification Authority Root Certificate
         This certificate is used to verify certificates issued by the example Ed25519 Certification Authority.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
       
         Ed25519 Certification Authority Secret Key
         This secret key material is used by the example Ed25519 Certification Authority to issue new certificates.
         
-----BEGIN PRIVATE KEY-----
MC4CAQAwBQYDK2VwBCIEIAt889xRDvxNT8ak53T7tzKuSn6CQDe8fIdjrCiSFRcp
-----END PRIVATE KEY-----

         This secret key is the SHA-256 ( ) digest of the ASCII string
         draft-lamps-sample-certs-keygen.ca.25519.seed.
      
       
         Ed25519 Certification Authority Cross-Signed Certificate
         If an email client only trusts the RSA Certification Authority Root Certificate found in  , they can use this intermediate CA certificate to verify any end-entity certificate issued by the example Ed25519 Certification Authority.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
    
     
       Carlos's Sample Certificates
       Carlos has the following information:
       
         Name:
        
         
           Carlos Turing
        
         Email Address:
        
         
           carlos@smime.example
        
      
       
         Carlos's Signature Verification End-Entity Certificate
         This certificate is used for verification of signatures made by Carlos.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
       
         Carlos's Signing Private Key Material
         This private key material is used by Carlos to create signatures.
         
-----BEGIN PRIVATE KEY-----
MC4CAQAwBQYDK2VwBCIEILvvxL741LfX+Ep3Iyye3Cjr4JmONIVYhZPM4M9N1IHY
-----END PRIVATE KEY-----

         This secret key is the SHA-256 ( ) digest of the ASCII string  draft-lamps-sample-certs-keygen.carlos.sign.25519.seed.
      
       
         Carlos's Encryption End-Entity Certificate
         This certificate is used to encrypt messages to Carlos.


It contains an SMIMECapabilities extension to indicate that Carlos's MUA
expects Elliptic Curve Diffie-Hellman (ECDH) with the HMAC-based Key
Derivation Function (HKDF) using SHA-256, and that it uses the AES-128 key wrap algorithm,
as indicated in  .





         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
       
         Carlos's Decryption Private Key Material
         This private key material is used by Carlos to decrypt messages.
         
-----BEGIN PRIVATE KEY-----
MC4CAQAwBQYDK2VuBCIEIIH5782H/otrhLy9Dtvzt79ffsvpcVXgdUczTdUvSQsK
-----END PRIVATE KEY-----

         This secret key is the SHA-256 ( ) digest of the ASCII string
         draft-lamps-sample-certs-keygen.carlos.encrypt.25519.seed.
      
       
         PKCS #12 Object for Carlos
         This PKCS #12 ( ) object contains the same information as presented in Sections  ,  ,  ,  , and  .

 
        
         It is locked with the simple five-letter password  carlos.
         
-----BEGIN PKCS12----------END PKCS12-----

      
    
     
       Dana's Sample Certificates
       Dana has the following information:
       
         Name:

         
           Dana Hopper
        
         Email Address:

         
           dna@smime.example
        
      
       
         Dana's Signature Verification End-Entity Certificate
         This certificate is used for verification of signatures made by Dana.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
       
         Dana's Signing Private Key Material
         This private key material is used by Dana to create signatures.
         
-----BEGIN PRIVATE KEY-----
MC4CAQAwBQYDK2VwBCIEINZ8GPfmQh2AMp+uNIsZMbzvyTOltwvEt13usjnUaW4N
-----END PRIVATE KEY-----

         This secret key is the SHA-256 ( ) digest of the ASCII string
         draft-lamps-sample-certs-keygen.dana.sign.25519.seed.
      
       
         Dana's Encryption End-Entity Certificate
         This certificate is used to encrypt messages to Dana.  It contains
        an SMIMECapabilities extension to indicate that Dana's MUA expects
        ECDH with HKDF using SHA-256, and that it uses the AES-128 key wrap algorithm, as
        indicated in  .
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

      
       
         Dana's Decryption Private Key Material
         This private key material is used by Dana to decrypt messages.
         
-----BEGIN PRIVATE KEY-----
MC4CAQAwBQYDK2VuBCIEIGxZt8L7lY48OEq4gs/smQ4weDhRNMlYHG21StivPfz3
-----END PRIVATE KEY-----

         This seed is the SHA-256 ( ) digest of the ASCII string  draft-lamps-sample-certs-keygen.dana.encrypt.25519.seed.
      
       
         PKCS #12 Object for Dana
         This PKCS #12 ( ) object contains the same information as presented in Sections  ,  ,  ,  , and  .   


        
         It is locked with the simple four-letter password  dana.
         
-----BEGIN PKCS12----------END PKCS12-----

      
    
     
       Security Considerations
       The keys presented in this document should be considered compromised and insecure, because the secret key material is published and therefore not secret.
       Any application that maintains a deny list of invalid key material should include these keys in its list.
    
     
       IANA Considerations
       This document has no IANA actions.
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